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ABSTRACT

Redundancy techniques are commonly used to design
dependable systems to ensure high reliability, availability
and data integrity. Triple Modular Redundancy (TMR) is a
widely used redundancy technique that masks faults. In a
TMR system, we have three implementations of the same
logic function and their outputs are voted using a voter
circuit. In this paper, we present a new voter design called
the Word-Voter that has some distinct advantages over the
bit-by-bit voting schemes used in conventional TMR
systems. This paper demonstrates the usefulness of the
word-voter design in increasing the data integrity (reducing
the probability of corrupt outputs) of TMR systems. The
area and delay overhead of the word-voter design is
compared to that of the bit-by-bit voter. An efficient
design of a TMR-Simplex system using the word-voter is
also presented.

1. INTRODUCTION

Redundancy techniques such as duplication and Triple
Modular Redundancy are commonly used for designing
dependable systems to ensure high reliability, availability
and data integrity. Triple Modular Redundancy (TMR)
[Von Neumann 56] is an example of a redundancy scheme
that is used for fault-masking. In a TMR system, we use
three (same or different) implementations of the same logic
function and the outputs of all the implementations are
connected to a voter (Fig. 1.1). There are numerous
examples of dependable systems using the TMR technique
[Siewiorek 92].
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Figure 1.1. Triple Modular Redundancy

For voting on the outputs of the individual modules,
majority voting circuits are generally used in TMR

systems. Figure 1.2 shows the design of a majority voting
circuit. In Fig. 1.2, Z;', Z;*> and Z;® are the outputs

corresponding to the bit position Z; of the three modules

of the TMR system. The corresponding voted output bit
of the system is Z;.
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Figure 1.2. A majority voting circuit
In TMR systems, majority voting is normally
performed on a bit-by-bit basis [Siewiorek 92]. For a
system with n outputs, conventional TMR systems use n
single-bit voters. Figure 1.3 shows the implementation of
such a TMR system with two outputs.
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Figure 1.3. A TMR system with bit-wise voting

There is a large body of literature on reliability
modeling of TMR systems [Trivedi 82]. For the classical



TMR system shown in Fig. 1.1, the reliability R is given
by the following expression.

R=R +3R:(1-R,)

In the above expression, R, is the reliability of each

individual module in the TMR system. The expression
follows from the fact that for the system to produce correct
outputs, at least two of the three modules must produce
correct outputs.

The classical reliability expression for TMR systems is
optimistic because it does not consider common-mode
failures. Lala observed that we must pay attention to the
problem of common-mode failures (CMFs) [Lala 94].
CMFs result from failures that affect more than one
module of the redundant system at the same time, generally
due to a common cause. They can be design faults or
operational faults due to external (such as EMI and
radiation) or internal causes. For example, a radiation
source causing multiple-event upsets [Reed 97] may lead to
the failure of more than one module in a TMR system.
There is no built in facility in conventional TMR voters to
detect this situation and initiate appropriate actions.

In this paper, we describe a new voter design for TMR
systems called the Word-Voter. This design is especially
useful in the context of common-mode and multiple
failures that affect multiple modules in a TMR system.
The word-voter design is described in Sec. 2. The design is
applicable to TMR systems with multiple outputs. The
advantages of using the word-voters in TMR systems are
discussed in Sec. 3. The additional area and delay overhead
of the word-voter design compared to the conventional bit-
wise voter is also analyzed in Sec. 4. In Sec. 5, we
explain the design of TMR-simplex systems using the
word-voter design. Section 6 discusses some interesting
problems involving TMR systems with the word-voter.
Finally, we conclude in Sec. 7.

2. WORD-VOTER DESIGN

This section presents the word-voter design for TMR
systems. For motivation, let us consider the following
example. Consider a TMR system with two outputs.
Suppose that a failure source causes faults in the first and
the second modules of the system. Due to the presence of
the fault in Module 1, in response to a particular input
combination, the module produces an output combination
10 instead of O1. Similarly, due to the presence of the
fault in Module 2, the output combination obtained from it
is 11. Finally, Module 3 is fault-free and produces the
expected output O01. This is shown in Table 2.1.

With bit-wise voting, the voter corresponding to the
first output bit produces a 1 and the one corresponding to
the second output bit produces a 1. Thus, we have 11 at
the system output. However, if we consider the output
word from each module, we find that the output words from
all the three modules are different. The output words from
the first, second and third modules are 10, 11 and OI,
respectively. This can be treated as an erroneous condition

for a voter (which works on a majority voting principle)
because, no two output words are equal. Based on this
observation, we can modify the classical voter design by
adding some extra circuitry that detects this error condition
and produces an error. Thus, the TMR system with the
word-voter is capable of maintaining data integrity for this
example. In response to the error signal, appropriate action
(depending on the application) can be initiated.

While the word-voting scheme is frequently used in
software [Gersting 91], for TMR systems in hardware,
majority voting is normally performed on a bit-by-bit
basis. Figure 2.1 shows an example of a TMR system
with two outputs using the word-voter.

Table 2.1. lllustration of voting in a TMR system

Module Fault-free Outputs | Faulty Outputs

1 01 10

2 01 11

3 01 01
Bit-wise Voting 01 11

Word-wise Voting 01 No majority

Module 1
Module 2

Module3 | Z2°

Figure 2.1. A TMR system with word-voter

Figure 2.2 shows the design of the word-voter for a
TMR system where each module has n outputs. Let Z
denote the output vector from the i module. Also, let Zji
denote the j™ bit of Zi. In Fig. 2.2a, we show the
matching circuit Match; ; which produces a 1 if and only if
modules i and j produce the same output word. Following
our example in Table 2.1, for a particular input
combination, the three modules produce the following
outputs: Z;1 =1, 2,1 =0, 22 =1, Z,2 =1 and Z;3 = 0,
Zy3 = 1. Referring to Fig. 2.2, Match,, = Matchy 3 =
Match; 3 = 0 and the ERROR signal equals 1.
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Figure 2.2. Word-Voter for a system with n outputs Z4, ...

Let us now consider a situation where the output words
from at least two modules match. In that case, the
ERROR signal will not be equal to 1. If the output words
from modules 1 and 3 match, the TMR produces an output
word that is the same as the one produced by module 1. If
the output words from modules 1 and 3 do not match (i.e.,
Matchy 3 = 0), then the output word produced by the word-

voter is equal to the one produced by module 2.

Use of median voters has been proposed in the past for
voting purposes in TMR systems [Dennis 74][Wong 96].
In a TMR system, a median voter selects the median of the
output words from the three modules to be the output of
the TMR system. For that purpose, the voter performs a
magnitude comparison of the output words from the three
modules. A median voter can be easily modified to operate
as a word-voter. In that case, the median voter will
generate an error signal if the magnitudes of the outputs of
the three modules are different. Since a median voter
performs magnitude comparison, its area overhead is
generally more than the design in Fig. 2.2.

3. ADVANTAGES OF THE WORD-VOTER

In this section, we discuss the advantages of the word-
voter design. As illustrated in Sec. 2, with the word-voter,
we can detect erroneous conditions that can otherwise
produce incorrect outputs. This enhances the data integrity
of a TMR system. For quantifying the data integrity
enhancement, we use a metric s. The metric s is defined as
the probability that a TMR system with the word-voter
will produce an error signal at least once before producing
an incorrect output combination, in the presence of
multiple module failures. In order to estimate s, we
performed the following simulation experiments.

(b)

, Zn. (a) Matching circuit Match; ;. (b) The complete design.

Two implementations of the ALUI181 circuit [TI 76]
and ISCAS c432 and c6288 were used for simulation
purposes. We replicated three copies of a given circuit to
form a TMR system. We used the word-voter for voting
purposes. For each of these TMR systems, we performed
100,000 simulation runs. In each simulation run, starting
from time instant 0, for each module, we generated a binary
random variable to decide whether a fault is going to be
injected into that module. If the random variable had a
value 1, a random fault was inserted in the corresponding
module. We considered only permanent stuck-at faults.
We used an LFSR to generate the input sequences. We
continued the process of injecting faults and applying input
combinations until the TMR system produced an output
word that was different from the correct output word. We
estimated s as the percentage of cases for which the word-
voter generated the error signal at least once before the
system generated incorrect outputs.  This number is
reported in the fourth column of Table 3.1 for each of the
TMR systems simulated.

Table 3.1. Simulation results

Circuit # # Estimated
Name | Inputs | Outputs value of s
alu181 14 8 92.2 %
nand181 14 8 92.5%
c432 36 7 94 %
c6288 32 32 99 %

For example, consider the case of the ISCAS circuit
c6288. The fourth column of Table 3.1 indicates that in
the presence of multiple module failures, for 99% cases the
system will produce the ERROR signal, at least once,
before an incorrect output is produced. This means that,



for 99% of the cases, the system output will not be corrupt
if we initiate repair action in response to the first ERROR
signal indicated by the word-voter.

It may be observed that the estimated value of s
decreases with decreasing number of outputs.  This
observation is also intuitively true because, the more
outputs, the more is the possibility that the output words
from the three copies are different. Note that if there is a
single module fault, there will be no ERROR signal.

3.1. DATA INTEGRITY OF A TMR SYSTEM
WITH WORD-VOTER

In this section, we analyze the data integrity of a TMR
system with the word-voter. By data integrity of a TMR
system, we mean the probability that the system does not
produce corrupt (incorrect) outputs before indicating an
erroneous situation in any of the previous cycles. Here, we
present a simple analysis of the data integrity of a TMR
systems using the word-voter. More sophisticated analysis
can be performed by extending the analysis of redundant
systems presented in [Mitra 99].

For our analysis, we consider a discrete time model of
the system. In this model, time is divided into discrete
increments called cycles and inputs are applied at the
beginning of each cycle. Consider a TMR system with a
word-voter where the probability that a module produces
correct outputs in any given cycle is R,,. In addition, let
us suppose that s is the probability that the word-voter in
the system produces an error signal at least once before
producing corrupt (incorrect) outputs when two modules
fail. In this case, the data integrity of the system up to
time 7 is given by the following expression:

RT 43R 1--R,)T1+3sRI[1-(1-R,)TT?

The above expression follows from the fact that when
at least two modules are working correctly, the system
always produces correct outputs. However, when two
modules are faulty, data integrity is maintained when the
system produces the error signal at least once before
producing corrupt outputs. Hence, the factor s appears in
the third term of the above expression.
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Figure 3.1. Data Integrity of a TMR System with the Word-
Voter

In Fig. 3.1 we plot the data integrity of a TMR system
with the word-voter for different values of s. The simplex

reliability (R,,) is equal to 1 — 10°12. On the X-axis we
measure the mission time of the system and 1 unit of time
corresponds to the MTTF (Mean Time to Failure) of a
simplex system (consisting of only one module). It is
clear from Fig. 3.1 that the data integrity improves at least
by an order of magnitude for increasing values of s. A
TMR system with the classical bit-by-bit voter has s equal
to 0. This shows the effectiveness of using word-voters for
designing TMR systems with high data integrity.

As discussed earlier, the word-voter produces an error
signal when the three modules of a TMR system produce
different output combinations. However, that does not
mean that the TMR system will always produce incorrect
outputs in this situation. This is illustrated using the
example in Table 3.2.

Table 3.2. Correct outputs from a TMR system in the

presence of multiple module failures

Module Fault-free Outputs | Faulty Outputs
1 000 100
2 000 010
3 000 000
Bit-wise 000 000
Word-wise 000 No majority

In the TMR system of Table 3.2, all the three modules
are supposed to produce the output combination 000 in the
fault-free case. However, due to the presence of faults in
the first and the second modules, Module 1 and Module 2
produce output vectors 100 and 010, respectively.
Although the output vectors from the three modules are
different, a bit-by-bit voting scheme will produce the
correct combination 000 at the system output.  This
situation is an example of a compensating fault, which has
been studied in [Siewiorek 75]. Note that, our word-voter
design will indicate an error signal in this case. Thus, with
the word-voter design, error signal may be indicated for
some compensating faults in the system.

4. OVERHEAD CALCULATION

Compared to a TMR system with a bit-by-bit voter, the
extra hardware needed by a TMR system with the word-
voter is of the order of one 2-input logic gate and three
XNOR gates for each output of the system. This is
because, for a TMR system with n outputs, the number of
equivalent 2-input gates required by the word-voter and the
bit-wise voter are 6n + 2 and 5n, respectively. In addition,
the TMR system with the word-voter needs 3n XNOR
gates. The derivation is shown in the next paragraph.

For a TMR system with n outputs, the word-voter
design of the Fig. 2.2, the three matching circuits require
3n XNOR gates, 3 n-input AND gates (equivalent to 3n 2-
input AND gates). In addition, one 3-input NOR gate is
needed to generate the error signal and 2n 2-input AND
gates and n 2-input OR gates are required to produce the
TMR system outputs. The equivalent number of 2-input
(AND/OR/NAND/NOR) gates, excluding the 3n XNOR
gates, is 6n + 2. The gates required by n simple bit-by-bit
majority voting circuits are 3n 2-input AND gates and n 3-



input OR gates — the number of equivalent 2-input gates
is 5n. For the word-voter design of Fig. 2.2, the delay in
generating the final voted output is of the order of logyn 2-

input gate delays (due to the presence of n-input AND gates
in the matching circuits).

The word-voter design can be modified to guarantee that
the data outputs (but not the ERROR signal) will be
produced without any extra gate delay compared to
conventional TMR systems. In this case, we can use the
conventional bit-by-bit voters to produce the voted outputs.
For generating the ERROR signal, we can use the part of
the logic circuit of Fig. 2.2b that generates the error signal.
In this case, the extra area overhead of the word-voter
design over a bit-by-bit voter is 3 n-input AND gates, 3n
XNOR gates and 1 3-input NOR gate for a TMR system
with n outputs. This is equivalent to 3n 2-input gates and
3n XNOR gates.

It may be noted that, for a hybrid redundant n-output
system with TMR core [Siewiorek 92] the overhead of 3n
XNOR gates in the word-voter design disappears.

5. TMR-SIMPLEX SYSTEM WITH WORD-
VOTER

The MTTF (Mean Time To Failure) of a TMR system
is lower than that of the corresponding simplex system
(containing only one module). Moreover, for mission time
greater than seven-tenths of the MTTF of a simplex
system, the TMR reliability is lower than the reliability of
the corresponding simplex system. These problems can be
overcome by using a TMR-Simplex system. In a TMR-
Simplex system, we have full TMR as long as all the three
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modules are functioning correctly. As soon as one of the
modules becomes faulty (disagrees with the outputs of the
other two modules), the system switches to simplex mode
and only one fault-free module is chosen to produce outputs
for subsequent operations. Reliability analysis of TMR-
Simplex systems has been studied in [Trivedi 82].

The word-voter design of Fig. 2.2 can be used to
efficiently design TMR-Simplex systems as shown in Fig.
5.1. There are three flip-flops in the design and they are all
clocked by the same clock signal (not shown in Fig. 5.1).
Two of the flip-flops have clock-enable (aka gated clock,
load-enable) inputs (EN) as shown in Fig. 5.1. The flip-
flops can be set or reset by an asynchronous retry signal
(not shown in Fig. 5.1). The design is somewhat similar
but has less logic complexity compared to Sift-Out
Modular Redundancy [De Sousa 78].

Initially, when all the modules produce correct outputs,
the outputs of module 1 are produced at the voter outputs.
If one of the modules (Module 1, for example) fails,
Match 3 produces a O and Matchy 3 produces a 1. As a

result, all the flip-flops are reset to 0, and the outputs of
Module 2 are produced at the voter output. Thus, the
system behaves as a simplex system consisting of Module
2 only. The ERROR signal will not be produced any more
from this time onwards. If Module 2 fails, then M 3 will

produce a 1 and M 3 will produce a O and the system will

behave as a simplex system consisting of Module 1 only.
If the output vectors produced by the three modules are all
different, the ERROR signal will be equal to 1.
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Figure 5.1.
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A TMR-Simplex system using a word-voter



Note that, compared to the design in Fig. 2.2, we need
three extra AND gates (equivalent of five two-input AND
gates), one extra two-input OR gate and three flip-flops,
independent of the number of outputs. This shows the
benefit obtained by using our word-voter in designing a
TMR-simplex system.

6. INTERESTING PROBLEMS WITH THE
WORD-VOTER DESIGN

This section presents several interesting problems that
can be studied in the context of TMR systems with word-
voters. In [Mitra 00] we studied the problem of common-
mode failures (CMF) in redundant systems. We have
developed a CMF model and presented a technique to design
redundant systems that are protected against these modeled
CMFs. The technique takes the advantage of the word-
voter design and ensures that the designed TMR systems
either produce correct outputs or indicate error situations
when incorrect outputs are produced in the presence of the
modeled CMFs.  This helps us design robust TMR
systems with high data integrity against the modeled
common-mode failures.

Using the word-voter, we can design TMR systems for
which we perform word-wise voting for only a subset of
the output bits and bit-wise voting for the remaining
output bits. It will be interesting to characterize the
relationships among the subsets of the outputs and the
system reliability and data integrity.

For systems with round-off errors, there is a possibility
of non-exact matching of the outputs of the three modules.
In that case, an interesting problem will be to determine
thresholds. Then we can indicate error situations using the
word-voter design if the outputs of the three modules do
not match within the threshold.

7. SUMMARY AND CONCLUSIONS

In this paper we presented a word-voter design for TMR
systems. We demonstrated that, with the word-voter, the
data integrity of a TMR system improves at least by an
order of magnitude over conventional systems with bit-by-
bit voting. Thus, the word-voter has enhanced capabilities
that can be used to design TMR systems that are protected
against common-mode and multiple module failures. The
area and delay overhead of the new voter design has been
analyzed in this paper. We also described a technique to
efficiently design a TMR-Simplex system using the word-
voter. Looking at the future, many interesting problems
related to redundant systems with word-voters can be
studied. One of these problems that has been studied in
[Mitra 00] is to develop CMF models and design TMR
systems in such a way that the modeled CMFs can be
detected using the enhanced capabilities of the word-voter.
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