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Abstract:

FPGA fault repair schemes remove faulty elements from designs through
reconfiguration. In designs with high FPGA utilization, routable fault-free elements
may not be available for permanent fault repair. We present a new permanent fault
repair scheme, where the original design is reconfigured into another fault tolerant
design that has smaller area, so the damaged element can be avoided. Three new
schemes that fully utilize available fault-free area and provide graceful degradation on
availability are presented. Analytical results show that our schemes have an
improvement on availability compared to a module removal approach.
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Abstract

FPGA fault repair schemes remove faulty elements from designs through reconfiguration. In
designs with high FPGA utilization, routable fault-free elements may not be available for permanent
fault repair. We present a new permanent fault repair scheme, where the original design is
reconfigured into another fault tolerant design that has smaller area, so the damaged element can be
avoided. Three new schemes that fully utilize available fault-free area and provide graceful
degradation on availability are presented. Analytical results show that our schemes have an

improvement on availability compared to a module removal approach.



1. Introduction

Field-Programmable Gate Arrays (FPGAs) provide solution to permanent fault repair in finer
granularity because of their regular structure and reconfiguration capability. In FPGAs, a faulty
module can be repaired by reconfiguring the chip so that the damaged configurable logic block (CLB)
or routing resource is removed from a design. Many techniques have been presented to provide
permanent fault removal for FPGAs through reconfiguration. One approach is to generate a new
configuration after permanent faults are detected in computing systems. CAD tools and algorithms for
fast FPGA re-routing and re-mapping are developed [Emmert 98] [Dutt 99]. Another approach is to
generate pre-compiled alternative FPGA configurations and store the configuration bit maps in non-
volatile memory, so that when permanent faults are present, a new configuration can be chosen
without the delay of re-routing and re-mapping [Lach 99] [Huang Ola].

With the repair schemes mentioned above, permanent faults in an FPGA can be repaired as
long as there are sufficient routable fault-free elements on the chip so that designs can avoid using
faulty elements. However, for designs with high FPGA utilization or very long mission times, all
routable fault-free elements could be exhausted due to reconfigurations for permanent fault repair. In
this case, further permanent damage can no longer be repaired. To solve this problem, the design has
to be reconfigured into a new fault tolerant design with smaller area, so that the permanent faults can
be avoided. A traditional way is to remove design elements at the module level, such as TMR/Simplex
[Mathur 75] or self-purging redundancy [Losq 76]. However, a system with redundant modules
removed may have much lower availability than the original system. For example, consider a TMR
system with error detection and a duplex system. When a fault occurs in each system, the TMR system
can still function, but the duplex system has to be stopped for recovery or repair. In this paper, we
present a new method of permanent fault repair in FPGAs to gracefully degrade system availability by
reconfiguring the original design into a new fault tolerant design that fully utilizes the available fault-
free FPGA area.

This paper is organized as follows. Section 2 defines the problem we are addressing. Section 3
presents three design candidates for permanent fault repair with graceful degradation of system
availability. Section 4 describes an analytic model of a system with error recovery, and describes
metrics we use to evaluate the designs. Section 5 shows the analytical results and compares these

design candidates. Section 6 concludes the paper.



2. Problem Definition

For an FPGA-based system, as permanent faults happen in the chip, the damaged area can be
so large that the design no longer fits on the FPGA. Hence, the original structure has to be remapped
into another fault tolerant design with smaller area. The problem we are solving here is how to find a
configuration for a computing module given a limited FPGA area, so that the degradation of system
reliability and availability from the original design is small. Since TMR is widely used in fault tolerant
systems [Siewiorek 00], we focus on degradation of TMR systems.

To explain features required of an FPGA-based design, Fig. 1 illustrates the error recovery
steps for FPGA-based systems. First, concurrent error detection (CED) mechanisms detect an error. If
an error happens for the first time, it is treated as a transient error; if the error persists, it is treated as a
permanent error. When a transient error occurs, the system recovers from corrupt data and resumes
normal operation. When a permanent fault occurs, the system halts. Fault diagnosis determines the
location of the damaged resource, and a suitable configuration is chosen according to the available

area. Then computation is resumed.
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Figure 1. Error recovery in FPGAs.

Possible transient recovery schemes include rollback [Chandy 72] and roll-forward recovery
[Long 90] [Pradhan 92] [Yu O1]. In rollback recovery, the system state is backed up to some point in
its processing, which is called a checkpoint. When an error is detected, the system will restore its state
back to the previous checkpoint and re-compute. However, re-computation has time overhead. In roll-
forward recovery, the system will recover the corrupt data by copying correct data from fault-free
redundant modules to the faulty module. Hence, re-computation delay is avoided.

From the error recovery flow, it is clear that CED and transient error recovery schemes are

required for FPGA-based designs. We assume that fault diagnosis and reconfiguration control
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mechanisms are available off-chip. The fault diagnosis and reconfiguration control mechanism can be
implemented in another FPGA for fault tolerance and recovery purposes [Huang 01b]. CED and
transient recovery mechanism are built on-chip within an FPGA-based design. In this paper, we

present designs degraded from TMR with error recovery capability.

3. Design Candidates

We present three fault tolerant design candidates: (1) hybrid TMR-Simplex-CED, (2) duplex
with a checker, and (3) duplex with two CED blocks. Figure 2 (a) shows a TMR system, and Fig. 2
(b), (c), and (d) illustrate the design candidates respectively. These designs all contain the features
required for error recovery and are able to recover from single faults. Unlike conventional fault
tolerant designs, these designs are adjusted according to the available FPGA area. When a fault
happens, rollback or roll-forward recovery is used depending on the fault scenario and design

structure.
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Figure 2. Design candidates degraded from TMR. (a) The original TMR design. (b) A hybrid
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TMR-Simplex-CED design. (c) A duplex system with a checker. (d) A duplex system with two
CED blocks.

In a hybrid TMR-Simplex-CED design, we partition the original simplex design into two parts.
As shown in the example of Fig. 2 (b), the design is partitioned into blocks A and B. A is triplicated,
and CED, such as parity checker or diversed duplication [Mitra 99], is added to B. The area reduced
by the design compared with TMR is approximately the area of block B. The partition depends on the



available FPGA area and design constraints. When errors occur in the partition with CED, rollback is
used. Otherwise, when errors occur in the partition with TMR, roll-forward is used [Yu O1].

In a real design, some blocks are used more frequently than others. For a frequently used
block, it needs to be more reliable since its fault is more likely to affect a whole system. The block
usage needs further measurement and is application dependent [Elder 88]. It is not part of our paper.

In a duplex system with a checker, one of the original three modules in TMR is degraded to a
checker module. The checker implements a portion of the normal function of a module, and the
portion size depends on the available FPGA area. As shown in Fig 2 (c), M3 is degraded to block A,
and the area reduced is approximately the area of block B. The data from blocks A of the duplex
system are compared with the data from the checker. And the two modules are compared with each
other. When there is a mismatch between the duplex modules, the module that agrees with the checker
is selected, and roll-forward is used to restore data in the other one. If there is no mismatch between
the two modules but they disagree with the checker, roll-forward is used to restore data in the checker.
When there is a mismatch between the duplex modules and they both agree with the checker, rollback
is used.

In a duplex system with two CED blocks, error detectors are built into both modules. When the
remaining area on an FPGA is no longer sufficient for adding error detection mechanism for a whole
module, only part of the design is built with CED. For example, in Fig. 2 (d), only block A is built
with CED. Detection coverage is degraded since the detection area is reduced. In the design, when
there is a mismatch between the two modules, the module whose CED block does not indicate an error
is selected, and roll-forward is used to restore data in the other module. When there is a mismatch and
both or neither of the CED blocks indicates an error, rollback recovery is used.

We are going to compare our designs with a traditional module removal approach. For a TMR
system, one approach to module removal for permanent fault repair is to degrade it to a duplex system,
where duplication is used for error detection, and recovery iS accomplished by rollback. We denoted
the module removal approach as TMR-Duplex throughout the paper. Figure 3 illustrates the idea of
TMR-Duplex.
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Figure 3. Permanent fault repair through a module removal approach, TMR-Duplex: (a) the
original TMR design, and (b) duplex.

4. Evaluation Metrics

In this section, we describe metrics we use to evaluate the designs in Sec. 3. A Markov chain is
used to model a general design with recovery mechanism and to derive equations to compute metrics.

The model is established in a way that it can be used for all of the three designs.

Figure 4. A Markov chain model of an FPGA-based system with recovery mechanism.

Consider a computing system with both rollback and roll-forward recovery capability. When a
transient fault occurs, the choice of rollback or roll-forward depends on the location of the fault.
Figure 4 shows a Markov chain model for the system. We define a checkpoint period as the period
between two checkpoints. The system transits among states at the beginning of every checkpoint
period.

The states are defined as follows:

State N: Normal state. In this state, the system functions normally.



State R Re-computation state. The system rolls back to the previous checkpoint and re-computes to
recover from transient faults.

State P: Permanent fault repair state. The system is stopped. Fault diagnosis and reconfiguration are
done in the state.

State F: Fail state. The system fails and repair is not possible.

The system remains initially in State N. If no fault occurs during a checkpoint period, it will
remain in the state. If a transient fault occurs but the system is recovered by roll-forward recovery, no
re-computation is needed, so the system will stay in State N after the checkpoint. If a transient fault
occurs and the system is recovered by rollback recovery, the system will go to State R for re-
computation. In State R, during re-computation, if no fault occurs or a transient fault occurs and is
recovered by roll-forward recovery, the system will go back to State N for the next checkpoint period.
If a transient fault occurs and rollback is evoked again, the system will stay in State R.

From both State N and State R, if a permanent fault occurs, the system will go to State P for
repair. When multiple faults occur and the system is unable to be either recovered or repaired, it fails
and goes to State F. For a system under repair, when the repair is finished, the system will go back to
its normal function and move from State P to State N. However, if repair fails, the system will move
to State F.

We use the following metrics to evaluate a design:

Probability of rollback: it is the probability of system transition from State N to State R. It represents
efficiency of the use of a design. In a real-time application, a high rollback probability is not
acceptable, since deadline may be missed because of re-computation.

Mean time to failure (MTTEF): it is the expected time of a system moving from State N to State F.

The derivation of the evaluation metrics is in the appendix.

S. Comparison

In this section, we compute the evaluation metrics, rollback probability and MTTF, for
different design candidates and compare them with the module removal approach, TMR-Duplex.

No experimental data on permanent error rates have been found in SRAM-based FPGAs yet.
However, the experiment in [Ohlsson 98] showed that the permanent error rate is at least lower than

1/5 of the transient error rate for XC4010XL FPGA. In our analysis we choose the permanent error
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rate to be 1/100 of the transient error rate. CED overhead depends on the error detecting mechanism.
For logical operations, parity prediction and duplex is widely used for error detection, and for
arithmetic operations, arithmetic error detecting codes such as residue codes and AN codes are more
commonly used [Wakerly 74]. The overhead of parity checker can be as high as 90% or even more
than 100% [Mitra 00]. CED overhead of arithmetic codes varies a lot depending on the arithmetic
function and bit width. In [Sparmann 96], the overhead of residue code with mod 7 checking for a 16-
bit multiplier is as low as 31.1%. We examine the design candidates with three different CEDs: (1)
duplex technique, (2) parity prediction with 90% overhead, and (3) arithmetic code with 30%
overhead. We assume that the CED techniques have 100% single fault detection coverage. To
calculate the lower bound of the metrics, we assume that multiple faults are not detectable. In real
designs, design diversity [Mitra 99] and multiple-fault detection techniques can be used to increase
CED coverage.

Figures 5 though 7 are the metrics plotted with respect to the total available FPGA area. The
metrics are normalized to those of a duplex system. The area axis is normalized to the area of a
simplex system. All designs are fully utilizing the available area except TMR-Duplex. In TMR-
Duplex, the design area is twice the simplex area when the available area is smaller than three times

the simplex area.
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Figure 5. CED with duplex technique: (a) rollback probability, and (b) MTTF.
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Figure 7. CED with 30% overhead: (a) rollback probability, and (b) MTTF.

From the above analysis results, several observations can be made:

(1) Results are CED dependent: The results vary depending on the CED overhead and the total
available FPGA area. Therefore, to choose the most suitable design with given available area, we
need to specify the CED techniques and application requirements. For real-time applications, the
choice depends on the rollback rate since timing is a critical issue. For non-real-time applications,
MTTF is the critical criterion. Table 1 summarizes the choice of design with different available
area and CED techniques.

(2) Rollback rate improvement: All the three designs are shown to have lower rollback rate than
TMR-Duplex. For most of the cases, hybrid-TMR-Simplex-CED has the lowest rollback rate
among all. It is because with the same area, it contains the most TMR part than other designs. Its
CED costs lower overhead than the checker in the duplex-with-a-checker design when CED
overhead is less than 100%, and the duplex with two CED blocks needs two CED blocks rather
than one. However, when the CED overhead is small, the duplex with two CED blocks has the
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lowest rollback rate. This is because when the CED overhead is small as in the 16-bit multiplier
case, the design can still have non-degraded CED even when the available area is smaller than
three times the simplex area. With non-degraded CED, the design has similar fault tolerance
capability as a quadraplex. Therefore, it has the lowest rollback rate among all.

(3) MTTF results: Unlike rollback probabilities, the MTTF of the designs do not necessarily decrease
as the area decrease. The reason is that although designs with larger area have higher CED
coverage and fault tolerance capability, they are also more vulnerable to multiple faults. For some
designs, the MTTF curves do not increase or decrease monotonically, and maximum or minimum
values of MTTF are observed in the curve. The explanation is that these designs can be seen as a
combination of two systems, and the MTTF of each system does not increase at the same rate
when its area decreases. As the total area decreases, if the MTTF increment of one system is more
the MTTF decrement of the other system, then the overall MTTF increases; and vice versa. In
addition, the rate of MTTF increment for each system depends on the system area. Therefore, the
overall MTTF curve may increase first and then decrease as the total area decreases, so that a
maximum value can be observed in the MTTF curve.

(4) Some designs have better MTTF than TMR-Duplex: TMR-Duplex has longer MTTF than all other
designs when the CED overhead is large and the area is close to three times the simplex area. It is
because the high CED overhead and limited available area restricts fault tolerance capabilities of
our designs, and TMR-Duplex has the smallest design area among all and is less likely to have
multiple faults. When the total area is close to twice the simplex area, hybrid-TMR-Simplex-CED
has better MTTF than TMR-Duplex for some CED techniques. It is because the hybrid-TMR-
Simplex-CED is the series connection of a TMR and a simplex-CED, so that it can recover double
faults when one of them occurs in the TMR part and the other occurs in the simplex-CED part. On
the contrary, double faults can cause failure of a plain duplex design when they occur in different
modules. Here we only discuss double faults because they are the most possible among all
multiple faults when error rates are low. When the total available area is smaller, we can see the
hybrid-TMR-Simplex-CED design as a 5-block design (3 for TMR, 2 for simplex-CED) where
each block is small; and a plain duplex design as a 2-block design where each block is large.
Hence, the probability of two-block failure, which will cause system failure, in a 2-large-block
design can be larger than that in a 5-small-block design. Therefore, a hybrid-TMR-Simplex-CED
design can have better MTTF than TMR-Duplex when the total FPGA area is close to twice the
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simplex area. For small CED overhead, the duplex with two CEDs has the longest MTTF among
all when the area is close to 3. It is because small CED overhead allows the design be less
degraded, and a duplex with two CEDs which have high coverage can detect more multiple faults

than other designs.

Table 1. Design selection with different available area and CED techniques.

CED Applications Area
~3xSimplex area ~2xSimplex area
Duplex Real-time Hybrid-TMR-Simplex-CED | Hybrid-TMR-Simplex-CED
Non-real-time TMR-Duplex Hybrid-TMR-Simplex-CED
90% Real-time Hybrid-TMR-Simplex-CED | Hybrid-TMR-Simplex-CED
Non-real-time TMR-Duplex TMR-Duplex
30% Real-time Duplex w/ Two CEDs Hybrid-TMR-Simplex-CED
Non-real-time Duplex w/ Two CEDs Hybrid-TMR-Simplex-CED

6. Conclusion

In this paper we presented a new permanent fault repair scheme for FPGA-based computing
systems. When no fault-free elements are available for permanent fault removal, the design is
reconfigured into another fault tolerance design, which needs smaller area. We have examined three
design candidates to adapt to limited FPGA area and to provide reliability and availability. These
designs are found to have an improvement on availability compared to the module removal approach.
Hence, they are more suitable for real-time applications where availability is a critical issue. For CED
techniques with large overhead, hybrid-TMR-Simplex-CED is the most suitable choice for real-time
applications. For CED techniques with smaller area overhead, hybrid-TMR-Simplex-CED is the most
suitable for area close to 3 times simplex area, and duplex with two CEDs is the most suitable for
smaller area. For non-real-time applications, the module removal approach may be more suitable than
the presented three techniques since it has longer lifetime. The choice of designs depends on the CED
overhead. For an actual implementation, information of multiple error detectability of CED and design
diversity for module redundancy needs to be obtained to select suitable designs according to the

available area.
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Appendix A: Derivation of MTTF

In this section, we derive the equation to calculate MTTF of a system with recovery schemes.

The Markov chain in Fig. 4 is re-drawn in Fig. 8 for reader’s convenience.

Figure 8. A Markov chain model of an FPGA-based system with recovery mechanism.

We define the probability from State i to State j as P;_j, where i, ] U {N, R P, F}. To calculate
the evaluation metrics, we define the following parameters:
Pnre: Probability that the system functions correctly during a checkpoint period, or transient errors
occur but the system is recovered by roll-forward recovery. When this happens, the system will go to
State N. Hence, both Py_ n and Pr_n equal to Pnge.
Pre: Probability that transient errors occur but the system is recovered by rollback recovery. The
system will go to State R for re-computation. Both Py_ r and Pr_r equal to Pgg.
Pe: Probability that permanent errors occur and the system raises an indication signal. The system will

go to State E for repair. Both Py_ g and Pr_ g equal to Pg.

16



Pe: Probability that multiple errors occur so that the system could neither be recovered or raise an
indication signal. The system will go to State F in this case. Both Py_ r and Pr_F equal to Pg.
Ppr: Probability that the repair process fails. Pp_ r equals to Ppg.
r: Probability of repair. After repair, the system goes to State N. Pp_nis I, and Pp_pis 1-r- Pp.
Mean time to failure (MTTF): it is the expected time of a system moving from State N to State F. To
derive the equation of MTTF, let Di[n] be the probability that the system is in State i at checkpoint n,
where i O {N, R, P, F} and 0 < n. Assume that the system is initially fault-free. The system stay at
State N at checkpoint O:
Dn[O] = 1, Dg[O] = 0, Dp[0] =0, and Dg[n] =0
The transitions can be listed as recursive equations,
Dn[N+1] = PyreXDn[N] + PnreXDg[N] + rxDp[N],
Dr[N+1] = PrexDn[N] + Prs XDg[N], and
Dp[n+1] = PexDn[Nn] + PexDg[Nn] + (1-r- Ppg)*xDp[N].
MTTF is obtained by calculating the expected time needed to transit from State N to State F.

Solving from recursive equations,

iODN [n+1= ( iODN [n]j - Dy [0] = Puge X iODN [n]+ P E:ODR[”]"' rXx iODP[n]

[Ms

gDR[n"'l] :( DR[”]) - DR[O] =P ngN[n] + P ngR[n]

=
1l
o

5 Deln+1)=( £0p[n])-Dplo]= P x £, ]+ e x D[]+ (1o ~Ror)x Dol

= gDN[n]: (1_PRB)x(r+PPF)

rxPe + Py X(PF +PE)

w Palr +.)
;DR[n] rxP. +PPF><(P +P)

P
ZD [n] rx P +PPF><(P +P)

Therefore, average number of checkpoints to failure is

MTTE =§DN[H]+§DR["‘]+§DP[”] =

r+P +P
rXPF+PPFX(PF+PE

) checkpoint periods.
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For permanent error rate much smaller than repair rate and reliable repair process where Pg « r

and Ppr is very small, MTTF can be approximated as

MTTF Dé checkpoint periods.

Appendix B. Derivation of Evaluation Metrics for The Designs

In this section we analyze each of the designs and derive equations for evaluation metrics.
Several assumptions are made for the following analysis: (1) Hardware overhead introduced by CED
and recovery schemes is proportional to the original logic area. (2) Permanent and transient faults
occur independently in each unit area in unit time. (3) Error latency is not considered. (4) State
restoration time for recovery is short, so that the effect of state restoration failure is negligible. (5)
Common logic such as voters and comparators have much smaller area compared with module area
and are protected by duplication or TMR, so that failures caused by errors in common logic are
negligible in our calculation.

We use the following notations:

AT: total used area on an FPGA.

Aw: area of a single module, including the area overhead of recovery mechanism.

ced: a proportional factor of area overhead introduced by CED.

pt: Probability that no transient error happens in a unit area during a checkpoint period.

Pp: Probability that no permanent fault happens in a unit area during a checkpoint period.

cvg: Detection coverage of CED. All possible single and multiple faults are taken into account.

For a hybrid TMR-Simplex-CED system, a part of the module is protected by TMR and the
rest is by Simplex-CED. Assume that the fraction of being protected by TMR is tmr, and the fraction
of Simplex-CED is 1-tnr.

At =3 x Ay X tmr + Ay X(1- tmr) x(1+ ced).
From the above equation, the fraction of TMR is calculated as
tmr = [Ar/Au — (1+ced)]/(2-ced), O<tmr<1.

In this design, when an error in Simplex-CED part is detected, rollback will be evoked
regardless if the TMR part is faulty or not. Therefore,

Pre = Prob (no permanent faults happen; transient faults happen in the simplex block and are detected)
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p3><AVI xtnr o - ptAw(l—tmr)(1+ced)) % ppAw (1t )(1+ced) o ovg.

Pe = Prob (faults happen in the simplex block and are not detected,
or the simplex block is fault-free but two or three blocks of TMR are faulty)

= (1= (p,p,) " EmIEred)y s (1 - cvg)

+(ppp) MBI (3 (L= (py pp) ™) X () MM + (L () MM N?).

In a duplex system with a checker, let the checker area be denoted as Ack.

Ack = At -2 x Aw, 0 < Ack < Aw.

We call the part of the module that produces the same partial result as the checker the checked
block, and the rest of the module the unchecked block. Then the area of the checked block is the same
as the checker area, Ack. The area of the unchecked block is Ay - Ack.

In the case when one of the modules has transient faults in both its unchecked block and
checked block, and the rest is fault free, we assume rollback happens instead of roll-forward. The
reason is that although the checked block of the faulty module has transient faults, the faults do not
necessarily produce incorrect partial outputs. Hence, the faults might not be caught by the checker,
and in this case rollback will happen instead of roll-forward. We consider the worst case to compute a
lower bound of the evaluation metrics. Therefore,

Prs = Prob (One of the modules has transient faults in the unchecked block. Its checked block may or
may not have transient faults. The rest are fault-free.) + Prob (Both the checked blocks are fault-free.

The checker and one of the unchecked blocks have transient faults)
= 2x((1- p M) p, M ) x p M x(ppp) ™ x(pp,)

+2x(ppp) ™ x (@ p )Py ™) x (@- p A ) p, A ) x () A A
Pr = Prob (Both the checked blocks fail, or only one of them fails and the checker fails) + Prob (None
of the case above, but both of the unchecked blocks fail) + Prob (The checker is fault-free. One of the
duplex fails in the checked block and the other fails in the unchecked block.)

= @=(ppe) ™) +2x(pepp)™ x@—(pipp)™)*
+ @-(@-(pepe) ™) = 2x(pepe) ™ x(@= (pepr) ™))L= (pipp)

+2x(pepe)  (pepe)  (pepe) ™ T (@ (pepe) )@ (pepe) ™ T

Av —Ack 2

)
).
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In a duplex system with CED in both modules, assume that the fraction of modules being

protected by CED is f. Then the total area needed is
Ar =2 x Ay x (1+f x ced).
Hence, f=(Ar/(2 x Aw)-1) / ced, 0<f<l.
Since only f of each module has CED, the area that is covered is Ay X f x (1+ced) and the overall
module area including CED is Ay X (1+ f x ced); overall coverage for each module, cvg_all, is
cvg_all = (cvg x area covered by CED)/(total area) = (cvg x f (1+ced)) / (1+f x ced).
Prs = Prob (one of the modules has transient faults and is not detected and the others are fault-free; or

both modules have transient faults and both are detected)

= (- p N Petyp Aty ovg all)(p,pp) B 4 (@ p A ety p Alebedly2eyg g2,

Pe = Prob (both modules are faulty but not both of them are detected)

= (1-(pepp)

Aw (1+ f xced

N x@-cvg_all?).
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