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ABSTRACT

Errors in computer systems can cause abnormal behavior and degrade data integrity and system
availability. Fault avoidance techniques such as radiation hardening and shielding have been the major
approaches to protecting the system from transient errors, but these techniques are expensive. Recently,
unhardened Commercial Off-The-Shelf (COTS) components have been investigated for a low cost
aternative to fault avoidance techniques, and Software Implemented Hardware Fault Tolerance (SIHFT)
has been proposed to increase the data integrity and availability of COTS systems.

ED*l is a SIHFT technique that detects both permanent and temporary errors by executing two
“different” programs (with the same functionality) and comparing their output$'l rB&ps each number,
X, in the original program into a new numb&rand then transforms the program so that it operates on
new numbers so that the results can be mapped backwards for comparison with the results of the
program. The mapping in the transformation of BB x’ = k& for integer numbers, whetedetermines
the fault detection probability and data integrity of the system.

We have developed a transformation algorithm for'lEahd demonstrated how to choose a
optimal value ok for the transformation.

This paper shows that for integer programs, the transformatiorkwitt2 was the most desirable
choice in six out of seven benchmark programs simulated. It maximizes fault detection probability
the condition that data integrity is the highest. For programs that use floating point numbers, we ne
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transformed programs: the first one witlk, = and the second one with

k, = =2 x2%%%% we demonstrate these results by both theoretical and simulation analysis.
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1. Introduction

Errors in computer systems can cause abnormal behavior and degrade system reliability, data
integrity and availability. Thisisespecialy true in a space environment where transient errors are
amajor cause of concern. Fault avoidance techniques such as radiation hardening and shielding
have been the main approaches to meet the reliability requirements. Recently, unhardened
Commercial Off-The-Shelf (COTS) components have been investigated for space applications
because of their higher density, faster clock rate, lower power consumption and lower price.
Since COTS components are not radiation hardened, and it is desirable to avoid shielding,
Software-Implemented Hardware Fault Tolerance (SIHFT) was proposed to increase the data
integrity and availability of COTS systems.

Error Detection by Data Diversity and Duplicated Instructions (ED) is a SIHFT
technique that detects both permanent and temporary faults by executing two “different” integer
programs with different data sets (with the same functionality) and comparing their outputs. The
“different” programs with diverse data are generated in the following way. Given an integer
program that contains integer variables and constants, we automatically transform it into a new
program in which all integer variables and constants are multiplieddiweraity factor k that is
an integer constant. Depending on the fakttine original and the transformed program may use
different parts of the underlying hardware and propagate fault effects in different ways; therefore,
if the two different programs produce different outputs due to a fault, we can detect the fault by
examining whether the results of the transformed program ar& tilses greater than the results
of the original program. There are two ways to check the results. First, another concurrently
running program can compare the results. Second, the main program that spawns the original
program and the transformed program checks their results after they are completed.

The value of the factok determines the error detection capability of*Elt should
satisfy two goals. The primary goal is to guarawlksa integrity; that is, the probability that the
two programs do not produce identical erroneous outputs. The secondary goal is to maximize the
probability that the two programs produce different outputs for the same hardware fault so that
error detection is possible (error detection probability). However, the kastbould not cause an
overflow in the functional units. In order to determine the optimum valuk, afe have
developed an analysis technique based on the probabilistic modeling of logic networks [Parker
75] and desigrdiversity metric [Mitra 99]. The diversity metric was used in [Mitra 99] to
quantify diversity among several designs. We use this metric to measure the diversity between

the original and transformed programs.



We have implemented a preprocessor that automatically transforms a program to a new
program based on the algorithm described in Appendix I. Theflow isillustrated in Fig. 1.1.
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Fig. 1.1. Application procedure for ED*I.

Unlike the previous data diversity techniques [Avizienis 77][Scot 83][Laprie 90] that
target software faults, this paper presents a new approach to data diversity for on-line hardware
fault detection. Our contributions are: (1) devising an algorithm that transforms a program to a
new program with diverse data, (2) quantifying diversity between programs using a metric that
was previously developed for hardware diversity, (3) presenting a probabilistic analysis technique
and closed form solutions to determine the optimum value of k, (4) performing simulation
experiments to illustrate how to choose k, and (5) showing how system availability is increased
by our technique. We discuss previous work in Sec. 2 and present program transformation
algorithmin Sec. 3. We discuss how to handle overflow in Sec. 4 and present how to determine
an optimal value of kin Sec. 5. We show benchmark simulation results in Sec. 6, and explain

how to handle floating point numbersin Sec.7. Finally, conclusions are presented in Sec 8.

2. Previous Work

Design diversity has been proposed in the fault tolerance literature to increase the reliability of the
system. Design diversity is defined as the independent generation of two or more different
software or hardware elements to satisfy a given requirement [Avizienis 84]. The main objective
of design diversity is to protect redundant system from common-mode failures, which are failures
that affect more than one module at the same time [Lala 94]. Design diversity also has been
applied to software systems [Lyu 91]. N version programming (NVP) [Avizienis 77][Chen
78][Avizienis 85] is one example of diversity in software. Design diversity in N version



programming targets software design faults. In N version programming, different designers
develop independent versions of the programs to avoid common design errors. The Consensus
recovery block technique [Scot 83][Scot 87] is a hybrid system combining NVP and recovery
blocks: It is another example in which diversity is used in software. A variant of NVP, N sdlf-
checking programming, also employs the design diversity concept and is used in the Airbus A310
system [Laprie 90][Dugan 93].

In [Ammann 88][Christmansson 94], data diversity was proposed for detecting software
faults. In [Ammann 88], input data in unused input space (input data that are not used during
normal execution of the program) are applied to detect faults in software, and in [Chrismansson
94], diverse data from replicated sensors are used to tolerate faultsin software.

However, our technique, ED*, is different from the previous software diversity or data
diversity techniques. First, our target is not software design faults but hardware faults — both
permanent and transient faults in the system. Second, while the previous techniques preserve the
original program structure and apply diverse data in different or unused input domain to the
original program, we transform a program to a new program in which the data are automatically
diversified using a transformation algorithm presented in Sec. 3.

In the transformed program, the values of all integer variables and constants are
multiplied by the diversity factdcin our technique. This is similar to ti& code [Brown 60] in
which each data word is multiplied by some consfanibut the error detection method in our
technique is different from that in tN code. TheAN code detects an error by checking if the
computation result is divisible b4 By contrast, our technique detects an error by comparing the
results of the original and the transformed program (not by checking whether the result is
divisible by A or not). Our technique is also different from Recomputing with Shifted Operands
(RESO) presented in [Patel 82]. In RESO, the underlying hardware is modified so that each
operation is recomputed with shifted operands. Howevet] B@x SIHFT technique that does
not change the original hardware. Instead, a “different” program is created by the transformation,
and comparing outputs of the original and the new program detects errors.

[Engel 97] suggests modifying the program so that all variables are negated. This is the
same as using -1 for the valuekof However, our results show that the valud ef-1 is not the
optimum value because for some functional units, data integrity is not guarantked-forThis
will be shown in Sections 5 and 6. By contrast, our technique quantifies diversity and chooses
the optimum diversity factdk (not limited to only -1) to maximize data integrity as well as fault
detection capability. We describe the algorithm formally in Sec. 3 and prove the correctness in

Appendix .



3. Program Transformation

This section presents a transformation algorithm that transforms a program to a new program with
diverse data. We will begin with definitions of terminologies, and then describe the
transformation algorithm. Finally, we will show an example illustrating how the transformation
is performed.

A basic block is a sequence of consecutive statements in which the flow of control enters
at the beginning and leaves at the end without branching except at the end. By defining V = {v;,
Vo,...,\} asthe set of vertices representing basic bloekd E = {(i,j) | (i,j) isabranch fromv; to
vi} asthe set of edges denoting possible flow of control between the basic hlpaigram can
be represented by a program graph, R = {V, B. For example, for the program in Fig. 3.1 (a)
(the corresponding flow graph is shown in Fig. 3.1 (b)), there are four basic blocks: vy, v, V5 and
vz asshownin Fig. 3.1 (). Therefore, V = {vy, W, Vs, Va}, E ={(1,2), (2,3), (3,2), (2,4)}.

If X is k times greater than y, xis k-multipleof y. Program transformatiortransforms a
program P to a new program P’ with diverse data in which all variables and constants are k-
multiples of the origina values when the program P’ is executed. It consists of two
transformations; expression transformatiorand branching condition transformation. The
expression transformation changes the expressions in P to new expressions in P’ so that the value
of every variable or constant in the expression of P’is always the k-multiple of the corresponding
value in P. Since the values in P’ are different from the original values, when we compare two
values in a conditional statement, the inequality relationship might need to be changed. For
example, the conditional statementi f (i < 5) inPneedstobechangedtoi f (i > -10)
in P"when k is -2. Otherwise, the control flow determined by the conditional statements in P’
would be different from the control flow in P, and the computation result from the diverse
program P’ would not be the k-multiple of the result from the original program. The branching
condition transformation adjusts the inequality relationship in the conditional statement in P’ so
that the control flowsin P and P’ are identical.

A k-factor diverse prograris a program with a new program graphsB {V’, E’} that is
isomorphic to R, but all the variables and constants indPe k-multiples of the ones in P.

Let us define Sand S’ as the sets of variablesin P and P’ respectively, and define n as the
number of vertices (basic blocks) executed; then, S(n)and S{(n) are defined as:

S(n) the set of values of the variables in S after n basic blocks are executed,



S(n): the set of values of the variablesin S’ after n basic blocks are executed.
For example, in Fig.3.1, the set of the variablesinthe programisS={i, x, vy, z}. Afterthe
program is started and one basic block is executed, n=1and §1) = {i =0, x=1, y=5, z=0}
because the four statements in the first basic block are executed. After v, and v; are executed, n =
3and §(3) ={i =1, x=1, y=5, z=1}.

Vi

X =1
o
i =0
z :=0;
X = 1;
y :=5; —
i 1=0; Vo
while (i < 5) { False
zZ =X +i *y; :> :>
) b=+ V3 True
=272z zi=x+i *y;
o=+ 1 @

\Z ;
i =2* z @

@) (b) ©)

Fig.3.1. (a) An example program (b) A flow graph (c) A program graph Pg

The program transformation should satisfy:

D Pg and P’ are isomorphic.
2 k[Hn) = S(n), for On>0

(where k/H(n) is obtained by multiplying all e ementsin S(n) by k).

The condition in (1) tells us that the control flow in the two programs should be identical. The
condition in (2) requires that all the variables in the transformed program are always k-multiples
of thosein the original program.

In the expression transformation, we build a parse tree for every expression in P, and
produce a new expression by recursively transforming the parse tree. In the branching condition
transformation, we examine the inequality relationship in the conditional statements and modify it
according to the value of k. Then, the transformed program always satisfies the conditions stated
in (1) and (2). The formal description for the program transformation algorithm as well as the

correctness and proofs of the algorithm is presented in Appendix I.
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The sample program in Fig.3.1 is transformed to a diverse program and shown in Figs.
3.2and 3.3wherek =-2.

V1 Vi
X =1, X =2
y .= 5; y :=-10;
i 1= 0; i =0
z .= 0; z .= 0;
4—
False V2
k=-2
V3 True =
Z =X +i *y;
i =0 o+ 1;
V4 ; V4 ;
i =2 * z; = (-4)*z/(-2);

(a) (b)

Fig.3.2. (a)The original program (b) The transformed program with k = -2.

X 1= 1 X 1= -2
y :=5; y := -10;
i 1= 0; k=-2 i =0
while (i < 5) { s while (i > -10) {
Z =X +i *y; z =x +1i *y/[(-2);
=0+ 1 =0+ (-2);
} }
i = 2% z; ir=(-4) *z 1 (-2);
(a) (b)

Fig. 3.3. (a) The original program (b) The transformed program with k = -2

There are limitations in applying ED*l to floating point number arithmetic; this issue will be
discussed in Sec. 7. Also we assume that the factor k is determined to cause no overflow when
the transformed program is executed. The factor k can be any integer if the program contains
only integer arithmetic operations, but k should be 2' (where | is an integer) if the program
includes logical operations such as bit-wise AND, OR, or XOR.



4. Overflow Handling

The primary cause of the overflow problem is the fact that in the transformed program (after
multiplication by k), the size of the resulting data may be too big to fit into the data word size of
the processor. For example, consider an integer value of 2*-1 in a program (with 32-bit 2's
complement integer representation). If the value of kis 2, then the resulting integer (2**-2) cannot
be represented using 32-bit 2's complement representation. Also, consider a floating point

number 1.5x 221 with 8-bit exponent representation. If the value of k is 2, then the resulting

floating number 1.5x 28 cannot be represented using 8-bit exponent representation. Note that,
even if k = -1, this overflow problem will occur (e.g., consider the data value of -2%
multiplication by -1 means a data value of 2% which cannot be represented in 32-bit 2's
complement representation). Previous hardware techniques like RESO [Patel 82] eliminated this
overflow problem by adding extra bit-slices in the datapath. In SIHFT techniques such as ED*,
hardware changes are avoided so that these techniques can be used with COTS components.

There are three ways to handle this overflow problem.

4.1.Scaling

The overflow problem can be solved by two scaling techniques: scaling up to higher
precision and scaling down the original data. In the first solution, we scale up the datatype in the
program to avoid overflow; data types such as 16-bit single-precision integers can be scaled up to
32-bit double-precision integer data type. Thus, modification of the program is required.
However, in the second solution, we scale down the original input data to avoid overflow and do
not modify the program.

If we have an overflow in one data type that has N bits, then we can scale up the data type
so that the data type will have more than N hits. For example, suppose integers are represented as
16 bit words in a particular system. If we have an overflow in avariable of this integer type, we
can change the type of the variable to double precision integer data type that uses 32-bit words.
In this way, we can avoid overflow problems. Similarly, for double precision integer variables,
there is a possibility that we can have an overflow. If there is no data type that can represent
more than 32-bit double-precision integersin the system, then we can combine two 32-bit double-
precison words to form a 64-bit multiple-precision integer word and change the program

appropriately.
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Asan example, in Fig. 4.1, 64-bit integer x can be represented by combination of two 32-
bit double-precision integers: x representing the lower 32 bits of x and x, representing the higher
32 hits of x. Supposey is also represented by y; and v, , and z is represented by z and z,. When
we add two numbers x and y, we need two additions; addition of lower bit words and addition of

higher bit words. A pseudo code for this addition is:

z =x +y = add zl, x|, vyl ; the first addition for lower bit word
addc zh, xh, yh ; the second addition for higher bit word

In the code, addc is an addition with a carry bit generated by the previous addition.

The first addition in (@) reads two lower bit words (X and x,) from registers, performs an
addition and stores a result back in the lower bit word of the result z. The second addition in (b)
reads two higher bit words (y; and y;) from the registers, performs an addition with the carry
generated from (a), then stores the result in the higher bit word of the result z.

Similarly, scaling up the data precision requires modification of other arithmetic
computations such as subtraction, multiplication and division. In these computations, lower bit
words and higher bit words should be computed separately. We need to calculate lower bit words
first, subsequently, calculate higher bit words with the result from lower bit word computation
result, and then combine the two computation results to produce one word. This modification
should be done in al arithmetic computations throughout the entire program.

Separate calculation of lower bit and higher bit words requires more execution time,
resulting in performance overhead. However, scaling up to higher precision data type will remove
the overflow problem during the execution of the program.

11



Registers Registers

Xh Xh

X X

Yh Yh

Yi j( Yi \

carr carr
Z Y Z Y
Z Z
Z=X*TY Z,= Xy + Yp + cary

(a) (b)
Fig. 4.1. (a) Lower bit word addition (b) Higher bit word addition with a carry

In the second solution, we can scale down the data before the execution of the original
program in order to avoid overflow. For example, suppose the input data ranges from 2% to 2% in
asorting program, but only 32-bit integers (2*%) are allowed in our system. If the most significant
bit is a sign bit, we cannot use k > 1. In this case, we can scae down data in the transformed
program. For example, we can use k = -2? so that we can avoid overflow in the transformed
program. There is a possibility that scaling down data may cause computation inaccuracy during
the execution of the program. Therefore, when we compare the scaled down vaues with the

original values, we have to compare the higher order bits that are not affected by scaling down.

4.2.Data range check at compile time

Modern compiler technigues enable us to estimate the range of values for each variable in
a program. Harrison [Harrison 77] presents a technique to determine bounds on the ranges of
values assumed by variables at various points in the program. Patterson [Patterson 95] described
using value range propagation for accurate static branch prediction. Stephenson [ Stephenson 00]
presents a compiler technique that minimizes the bitwidth of registers by finding the minimum
number of bits needed to represent each program operand. This data range analysis can be
applied to find a maximum bound of variables in the program and used to determine a value k that

does not cause an overflow, if such k exists.
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4.3. Special error handlers during run-time

In many microprocessors such as the Intel Pentium, specia status flags (e.g., overflow,
carry out, etc.) are reported at the end of each arithmetic operation. If the comparison of the
original program and the transformed program produce a mismatch, then an error handler must be
invoked for recovery. Specia functions can be written inside the error handler to check the
overflow bit of the status register. If a mismatch occurs and the overflow bit is not set (assuming
no error occurred in the status flags), the error handler knows that the mismatch is due to a fault
and invokes a recovery process on the assumption that an error has occurred during execution.
On the other hand, when a mismatch occurs and the overflow bit is set, the error handler knows
that the mismatch is due to an overflow and requests an overflow recovery. The overflow
recovery process can execute another version of the transformed program with a different value
of k that is less than the previous value. In this case, we have assumed that several versions of the
transformed program with different values of k are available in the system. We have to consider
the case when an error occursin data and the overflow bit is also erroneously set. In this case, the
error handler will report an overflow and re-execute the programs. If the data error and overflow
error were transient, re-execution of the programs will produce correct results. If only the
overflow bit error was transient, re-execution of the program will detect the permanent fault in the
data path. If the overflow bit was permanently stuck at 1, every computation will report an
overflow. These repeated overflow indications will be caught by the operating system. A
flowchart showing decision stepsisillustrated in Fig. 4.2.

13
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overflow
N
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A 4
execute P

counter for
permanent faults

Fig. 4.2. A flowchart for the determination of overflow and errors.

5. Determination of k

The factor k determines how diverse the transformed program is. This section considers how to
choose an optimal value of k that maximizes the diversity of the transformed program. For this
purpose, we have developed two metrics to measure the diversity of the transformed program:
dataintegrity and fault detection probability. An optimal value of k is the value that satisfies two
goals: the primary goal is to maximize the data integrity and the secondary goal is to maximize
the fault detection probability. Data integrity is more important because it guarantees no
undetected error. For any given program, we first analyze the data integrity and fault detection
probability of each functiona unit of the system for various values of k. Next, as described in
Sec.5.6, we use these values to create an optimal value of k for the transformed program by
looking at execution profiles of the programs.

Sec. 5.1 presents adiversity metric we have adopted from [Mitra 99], in which a diversity
metric for systems with redundant hardware has been developed. From Sec. 5.2 to Sec. 5.5, we
analyze data integrity and fault detection probability in functional units: bus, adders, a multiplier,

and a shifter. In our analysis, we consider integers from -5 to 5 for the viduetefjers whose
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absolute values are greater than 5 are not considered for k in this paper because they have higher
probability of overflow than the values considered. The analyzed data integrity and fault
detection probability for functional units will be used in the next section to determine the

optimum value of k for benchmark programs using execution profiles of the programs.

5.1. Diversity Metric: Fault Detection Probability & Data Integrity
Researchers have studied techniques to quantify diversity in multiple designs and which
technique should be used to measure the diversity [Eckhardt 85][Litt 89][Lyu 91]. They use
random variables Il and X to represent arbitrary programs and arbitrary inputs, and the
probability that N failson X iscalculated. Our diversity metric is somewhat different because we
need to compute the probability that a program fails due to a hardware fault in the system.

In our approach, fault detection probability and data integrity quantify diversity between
two programs running on the same hardware. Let us define:
X the set of corresponding inputs to a functional unit h; in the system when an
integer program P executes
X’ the set of corresponding inputs to a functional unit h; in the system when an
integer program P’ executes
X aparticular input to h; produced by P and x 0 X
X’ a particular input to h; produced by P“and x” [ X’
X the number of dementsin the set X
Then, the output y of h; with input x and the output y” of h; with input x” should satisfy the
relationship y’= k&/unless a fault occurs in hy without any overflow. In the presence of afault f;
in h;, let us define:
E; the subset of X that contains inputs producing incorrect outputs in h;
E’ the subset of E; that contains inputs producing incorrect outputs that erroneously
satisfies the relationship y’ = k&7in the presence of a fault f;
Then, |E; — Ef| isthe number of incorrect outputs that have the relationship y’ # kA7 and
are detected the fault by mismatch.
We define the fault detection probability in by, C;(k), as:

® Cj(k)=zPr{fi}Pn{y#ky}:zpr{fi}ELi;lEf'E.

Moreover, we define the data integrity in hy, Dj(K), as:

15
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where N denotes the total number of faultsin h.

For various values of k, Cj(k) and D;(k) of hj can be obtained by either probabilistic
method or simulation method. They are weighted by execution frequency u; of h; in the program

©®)

execution profile and summed to obtain the overall C(k) and D(K) for a particular program.
C(k)= >u,C, (k)
I
(6) _
D(k) =3 u;D,(k)
J
An optimal k isthe value that maximizes C(k) with the highest D(k).
From Sec.5.2 to Sec.5.5, we show Cj(K) and Dj(k) in functional units; then, in Sec. 5.6, we
show how to determine optimal values of k for each benchmark program.

5.2.Bus Signal Line

An M bit bus consists of M parallel signal paths. Asshown in Fig. 5.1, the source places an M bit
signal x on the M bit bus. If theith bit of the bus has a stuck fault, the destination may receive a
corrupted x. If there is a parity bit on the bus, a single bit error can be detected by parity check.
However, if there is no parity on the bus, the fault on this bus can be detected by the ED’l
technique.

If we put x of the original program and x’ (= kx) of the diverse program on the bus one
after the other, the fault will affect x and x”in different ways. If the fault corrupts either x or x,
but not both, the relationship x”= k&Xin the destination will not be satisfied. On the other hand, if
the fault corrupts both x and x”in different ways, the relationship x” = k&/in the destination may
or may not be satisfied. If neither x nor x” provoke the fault, the destination will receive correct

values and also satisfy x’= k& In this case, the fault does not corrupt the information.

If kis —1 or a power of 2, we can get closed form solutions for the data integrity and fault

detection probability. The closed form solutions are derived in Appendix Il and summarized in

Table 1. Table 2 shows fault detection probabiliifk) and data integrityD;(k) for different
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values of kin a 12 bit (M = 12) bus as an example. A simulation method applying exhaustive
input patterns in the presence of faults is used when k is not —1 nor a power of 2. In the table,
negative numbers are represented in a 2's complement representation that is widely used in most

-

Fig. 5.1. An M bit bus transferring information from a source to a destination unit.

microprocessors.

Source

stuck fault at ith bit

~—

M bit bus

Destination

Table 1. Closed form solutions for Cj(k) , D;(k) in the presence of a fault in the ith bit of M-bit bus.

k=-2'(1>1) k=-2 [ k=-1 | k=2 k=2(1>1)
3 1 1. 1 |3 1 1]3 3 1 1
o W) T (T e e |t
Dj(k) 1 1 1 1 1

Table 2. Cij(k) and Dj(k) in a 12 bit bus (M = 12). Equation (5) is used to calculate values.
k=-5 k=-4 k =-3 k=-2 k=-1 k=2 k=3 k=4 k=5
G (k) 0.7433 | 0.7780 0.7593 0.7500 0.9167 0.7500 0.6574 0.7656 0.6733

Dj(k) | 1.0000 | 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000

In Table 2, the highest fault detection probability occurs kenl. The value -1 fdk
has an advantage that the chance of overflow is very low. On the otheCfigrid,larger when
[k| is 2 and 4 compared to the cases wh&nhan odd number such as 3 and 5. Therefore, the
greatest value df = 2 might be the best choice for the lowest performance overhead (as long as
an overflow does not occur) because multiplication bgah be replaced birbit shifting

operation that usually takes one cycle in most microprocessors.
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5.3. Adder

An iterative logic array such as a ripple carry adder consists of multiple logic cells cascaded in
series. It receives carries from a previous cell and inputs to this cell; then, it produces outputs and
subsequently generates a carry to the next cell.

The regularity of the array helps us to calculate the fault detection probability when the

multiplying factor k is 2, where | is an integer. Suppose one node of the cell s has a stuck faullt.
If x isan output of the array, the ith bit of x may be corrupted. In the transformed program, if x’=
kx is the output of the array, the ith bit of x” may be corrupted; however, thisis equivalent to that
the i-Ith bit of x is corrupted because x”is an | bit shifted x. Therefore, we can caculate the
probability of provoking the faults in two cells s, and s, and get the probability of mismatch
between x and x’, i.e., Pr{k&X# x%}.

This section considers adders as an example of an iterative logic array. We anayze the
probability that a signal changes from 0 to 1 and from 1 to O in every node in the adder and
compute the probability of provoking the faults using the method in [Parker 75]. This anaysis
gives usthe probability C; (k). The details of the analysis technique are described in Appendix I1.

For every single stuck-at fault f in aripple carry adder and a carry look-ahead adder, we
calculated the values of Cj(k) and Dj(k) using our analysis technique and exhaustive simulation of
al possible input combinations with various values of k. The numbers are reported in Table 3
and Table 4.

As shown in Table 3 and 4, we cannot achieve data integrity of 1 when k = -1; this
explains why our technique is better than [Engel 97] in which all variables are negated (same as k
=-1in our technique). If kis-1, there are some faults in the adder that will not be detected. For
example, suppose one of the XOR gate’s output is stuck at 0 in a full adderitbf $teges of
the adder (Fig. 5.2). If the inpatof the adder is'2and the other input is 1, this fault cannot be
detected as described in Fig. 5.2 (b). From this observation, we can see that the value -1 is not
suitable fork in terms of data integrity.

For the same absolute valuekph negativék has higher fault detection probability than a
positivek. Multiplying by an odd number such as 3 is not as efficient as multiplying by 2, which
is just a one bit shifting operation. Therefore, we do not need to choosk, 3vfuch is a more
expensive operation than shifting by just one bit.

Among the values shown in the taliles -2 shows the highest fault detection probability

under the condition that data integrity is 1.
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Table 3. Cj(k) and D; (k) in a 12 bit ripple carry adder with various k values

k=-5 k=-4 k=-3 k=-2 k=-1 k=2 k=3 k=4 k=5

Ci(k) 0.643 0.657 0.639 0.662 0.665 0.594 0.563 0.612 0.557

Dy (k) 1.000 1.000 1.000 1.000 0.951 1.000 1.000 1.000 1.000

Table 4. Ci(k) and Dj(k) in a 12 bit carry look-ahead adder with various k values

k=-5 k=-4 k=-3 k=-2 k=-1 k=2 k=3 k=4 k=5

Ci(k) 0.609 0.620 0.603 0.629 0.639 0.559 0.537 0.578 0.522
Dy (k) 1.000 1.000 1.000 1.000 0.963 1.000 1.000 1.000 1.000
s/0
Xxor S S
xor
S
a & | (@=)...00010...00 (-a=)...1111p...00
G L + (b=)...00Q0p...01 + (-b=)...114201...11
— ...0000Dp...01 ..1173131...11
— & + =
. Ci+1 \ /
b — & ] identical in 2's complement representation

(@ (b)

Fig. 5.2. (a) s/0 at the output of XOR gate in S;, the ith cell of a ripple-carry adder.
(b) The s/0 fault shown in (a) cannot be detected by comparing the two values although

we have erroneous computation results.

5.4. Multiplier

Many different implementations for multipliers exist, and data integrity and fault detection
probability depend on the particular design implementation. In this section, we consider a
parallel array multiplier [Weste 92] to demonstrate the dependence of Cj(k) and D;(k) on various
values of k. The paralel array multiplier has aregular cell structure as shown in Fig. 5.3 in which
a4-bit multiplier isillustrated.
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X<3> X<2> x<1> x<0>

AL
"N
"N
"N

- oo

P<6> P<5> P<4>

Fig. 5.3. A 4-bit parallel array multiplier.

In a 12 bit array multiplier as an example, we randomly selected a node in the multiplier
and injected a stuck fault into the node. We injected a fault randomly, applied exhaustive input
patterns to the multiplier in the presence of a fault and repeated simulations 10 times. We show
theresultin Table 5.

The table shows only positive values of k because the array multiplier treats negative
number multiplication as a positive number multiplication after changing the sign of the negative
numbers.

The table shows us that the highest Ci(k) in the table occurs when k = 4. Note that, when
k=-1, Ci(k) = Dy(k) = 0 because the array multiplier converts the transformed program’s negative
numbers to original positive numbers before multiplication. This results in the same
multiplication in the original and transformed program, and consequently, the fault cannot be
detected.
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Table 5. Cj(k) and Dj(k) in a 12 bit parallel array multiplier

k=2 k=3 k=4 k=5
Ci(k) 0.5978 0.5851 0.5997 0.5887
Dj(k) 1.0000 1.0000 1.0000 1.0000
5.5. Shifter

Since multiplication or division by a power of 2 can be replaced by shifting operation, shifters are

used freguently during program execution [Weste 92]. Because a multiplexer-based shifter as

shown in Fig. 5.4 [Weste 92] iswidely used, we will take this design for our simulation.

In our simulation, we injected a stuck-at fault into a randomly selected node and applied

exhaustive patterns to 16 bit shifter inputs. This simulation experiment was repeated for 10

times with arandomly chosen single stuck-at faults. The results are shown in Table 6.

fault detection probability with guaranteed data integrity.

1 Ne3>

1 N2>

I N1>

1 NO>

1 Ne3>

1 N2>

I N1>

1 NO>

SHI FT<0>

SHI FT<1>

|

|
<

SHI FT<2>

ouT<3>

ouT<2>

auT<1>

ouT<0>

RN
L7 NN

/L

Fig. 5.4. A 4-bit multiplexer-based shifter.

N e N e W e W I

Table 6. Ci(k) and D;(k) in a 16 bit multiplexer-based shifter

In this shifter implementation, Table 6 shows that the value of -1 for k has the highest

k=5 |k=-4 |k=-3 |k=-2 |k=-1 |k=2 |k=3 |k=4 |k=5
C(k) | 03572 | 0.3685 | 0.3722 | 0.3754 | 0.4228 | 0.3198 | 0.2900 | 0.3124 | 0.2927
Dk | 1.0000 | 1.0000 | 1.0000 | 1.0000 | 1.0000 | 1.0000 | 0.9963 | 1.0000 | 0.9963
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5.6. Determination of k for benchmark programs

We have observed that in different functional units, we have different values of k that maximize

the fault detection probability and data integrity. For example, the bus has the highest fault
detection probability when k = -1, but the array multiplier has the highest fault detection
probability when k = 4. Therefore, programs, such as matrix multiplication that use a multiplier
extensively, will need 4 or -4 for the value of k to obtain the highest fault detection probability.
However, programs such as sorting that use memory buses heavily to communicate with memory

for loading and storing data need —1 for the valule tof maximize its fault detection probability.
Hence, an execution profile of a program showing execution frequencies of each functional unit
is necessary to determine the He&ir a particular program.

Table 7 shows execution profiles obtained from simulating several benchmark programs
in a MIPS simulator. The simulator gives us the execution frequency of each functional unit
when benchmark programs are executed. The first three entries (add/sub, multiplication, and
shift) in the table represent the execution frequencies of instruction types that use an adder, a
multiplier, and a shifter relatively. The fourth entry, a memory access type, is an operation that
mainly uses the memory bus. For a branch instruction type, we assume that a carry-look ahead
adder is mainly used. The rest of the instruction types are included in the entry of the last row. In
Table 8 and Table €(k) andD(k) are calculated from equation (6), which uses the values of
Ci(k) andDj(k) from Table 1 to Table 6.

An optimal value ok must satisfy the primary and the secondary goals. The primary
goal is to maximize the data integrity and the secondary goal is to maximize the fault detection
probability. Table 8 shows the valueslothat satisfies the primary goal of maximizing data
integrity. Those values are indicated by shaded entries in the table. Under the condition that this
primary goal is satisfied, Table 9 shows the valuek ahat maximizes the fault detection
probability (indicated by shaded entry in the table). Therefore, the value in the shaded entry in
Table 9 is an optimurk for each benchmark program.

Although the highest fault detection probability occurs wken -1 in six benchmark
programs, the value of —1 is not a good choicékfloecause the data integrity is the lowest when
k = -1. In those benchmark programs,is2the best choice fdk because the fault detection
probability is maximized (shaded entries in Table 9) under the condition that data integrity is the
highest (shaded entries of Table 8).
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Table 7. Execution frequencies of instruction types in bench mark programs.

I-sort Q-sort Lzw Fib Mat-mul Shuffle Hanoi
add/sub 50.7% 50.7% 44.8% 46.4% 51.1% 42.3% 33.7%
multiplication 0% 0% 0% 0% 10.0% 1.0% 0%
shift 5.2% 6.3% 2.5% 0% 1.8% 33.7% 4.0%
memory access 21.6% 23.5% 32.7% 28.6% 29.8% 19.3% 51.5%
branch 22.5% 19.5% 19.4% 25.0% 7.3% 2.7% 10.8%
others 0% 0% 0.6% 0% 0% 1.0% 0%
Table 8. Data Integrity D(k) calculated with various values of k in benchmark programs. Note that
Shaded areas indicate the highest data integrity in a row.

k=-5 k=-4 k =-3 k=-2 k=-1 k=2 k=3 k=4 k=5
I-sort 1.0000 1.0000 1.0000 1.0000 0.9641 1.0000 0.9998 1.0000 0.9998
Q-sort 1.0000 1.0000 1.0000 1.0000 0.9656 1.0000 0.9998 1.0000 0.9998
Lzw 0.9940 0.9940 0.9940 0.9940 0.9625 0.9940 0.9939 0.9940 0.9939
Fib 1.0000 1.0000 1.0000 1.0000 0.9650 1.0000 1.0000 1.0000 1.0000
M-mul 1.0000 1.0000 1.0000 1.0000 0.8714 1.0000 0.9999 1.0000 0.9999
Shuffle 0.9900 0.9900 0.9900 0.9900 0.9580 0.9900 0.9888 0.9900 0.9887
Hanoi 1.0000 1.0000 1.0000 1.0000 0.9782 1.0000 0.9999 1.0000 0.9998

Table 9. Fault detection probability C(k) calculated with various values of kin bench mark
programs. Shaded areas indicate the highest fault detection probability under the
condition that data integrity is the highest (shaded areas in Table 8).

k=-5 k=-4 k =-3 k=-2 k=-1 k=2 k=3 k=4 k=5
I-sort 0.6491 0.6621 0.6511 0.6661 0.7068 0.6134 0.5692 0.6262 0.5837
Q-sort 0.6479 0.6607 0.6505 0.6646 0.7089 0.6134 0.5680 0.6256 0.5824
Lzw 0.6642 0.6763 0.6678 0.6796 0.7373 0.6346 0.5837 0.6484 0.5986
Fib 0.6710 0.6836 0.6734 0.6872 0.7370 0.6386 0.5900 0.6536 0.6053
M-mul 0.6617 0.6813 0.6647 0.6766 0.6691 0.6359 0.5884 0.6480 0.6023
Shuffle 0.5586 0.5705 0.5654 0.5751 0.6187 0.5258 0.4838 0.5328 0.4946
Hanoi 0.6699 0.6934 0.6769 0.6823 0.7679 0.6519 0.5903 0.6638 0.6051
Table 10. Optimum value of k determined for each benchmark programs.
[-sort Q-sort Lzw Fib Mat-mul Shuffle Hanoi

Optimum k -2 -2 -2 -2 -2 -2
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During the execution of the six benchmark programs (I-sort, Q-sort, Lzw, Fib, Shuffle,
and Hanoi), the most frequently used functional units are adders. A carry-look ahead adder and a
ripple carry adder have the highest fault detection probability (under the condition that data
integrity is the highest) when k = -2; thus, k = -2 is also the optimum value for those programs.
On the other hand, the matrix multiplication program extensively uses the multiplier more often
than the other six benchmark programs. Because the fault detection probability in the array
multiplier is the highest when k = -4, the fault detection probability in the matrix program is the
highest when k = -4.

Finally, Table 10 shows the optimum value of k for each benchmark program.

6. Simulation Results

In Sec. 5, we determined the optimum value of k for each benchmark program by looking at the
execution profile of the program. In this section, we will verify our decision on the optimum
value of k by simulating the benchmark programs in a MIPS simulator. We built a MIPS
simulator that reads an assembly program, executes instructions, and emulates the functional units
at the gate level for afault injection simulation. We injected a stuck fault into randomly selected
node of the functional units and generated output patterns, which may be corrupted if the inputs
provoke the fault. We generated two output patterns in each functional unit: one from the
original program and the other from the transformed program. We compared their outputs,
counted detected and undetected incorrect outputs, and averaged them over al simulated single
stuck faults. They are weighted by execution profiles of the programs, and finally C(k) and D(k)
are obtained. The results are shown in Table 11 and Table 12. Table 13 shows the optimum
values of k determined by simulation for the benchmark programs. The reader can verify that
Table 13 is identical to Table 10; this demonstrates that our results in Sec. 5 agrees with the
simulation results.

The numbersin Table 11 and Table 12 are dightly different from the numbersin Table 8
and Table 9, in which we assume the uniform probability of all numbers in the entire range of the
inputs. However, when we simulate benchmark programs in our MIPS simulator, we cannot
assume the uniform probability of actua inputs to the programs. For example, the sorting
program in the simulation does not sort the entire range of integer numbers (ffora 22)
available in a 32-bit machine. Instead, it sorts the numbers that are smaller than ten thousand.
Thus, there are slight discrepancies between the expected probabilities and the values obtained

from simulation.
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Table 11. D(k) with various values of k simulated in benchmark programs. Note that Shaded
areas indicate the highest data integrity in a row.

k=-5 k=-4 k=-3 k=-2 k=-1 k=2 k=3 k=4 k=5

I-sort 1.0000 | 1.0000 | 1.0000 1.0000 | 0.9641 1.0000 | 0.9998 1.0000 | 0.9998

Q-sort 1.0000 1.0000 1.0000 1.0000 | 0.9585 1.0000 | 0.9998 1.0000 | 0.9998

Lzw 0.9900 0.9940 | 0.9882 | 0.9940 | 0.9940 | 0.9940 | 0.9852 0.9940 | 0.9785

Fib 1.0000 | 1.0000 | 1.0000 1.0000 | 0.9590 1.0000 | 1.0000 | 1.0000 1.0000

M-mul 1.0000 | 1.0000 | 1.0000 1.0000 | 0.9721 1.0000 | 0.9999 1.0000 | 0.9999

Shuffle | 0.9876 | 0.9796 | 0.9872 | 0.9900 | 0.9680 | 0.9900 | 0.9830 | 0.9898 | 0.9763

Hanoi 1.0000 | 1.0000 | 1.0000 1.0000 | 0.8309 1.0000 | 0.9999 1.0000 | 0.9998

Table 12. C(k) with various values of k simulated in benchmark programs. Shaded areas indicate
the highest fault detection probability under the condition that data integrity is the highest
(shaded areas in Table 11).

k=-5 k=-4 k=-3 k=-2 k=-1 k=2 k=3 k=4 k=5

I-sort 0.6762 | 0.6837 | 0.6768 | 0.6901 | 0.6683 | 0.4420 | 0.4540 | 0.4493 | 0.4459

Q-sort 0.6810 0.6761 0.6841 0.6862 0.6866 | 0.5173 | 0.4848 0.5231 0.4821

Lzw 0.7202 0.7158 | 0.7192 | 0.7312 0.7400 | 0.5147 0.4880 | 0.5324 | 0.4837

Fib 0.6974 | 0.7199 | 0.7027 | 0.7249 0.7551 | 0.5324 | 0.5035 0.5314 | 0.5011

M-mul 0.6847 | 0.6907 | 0.6848 | 0.6898 0.6411 | 0.5425 | 0.5167 | 0.5526 | 0.5093

Shuffle | 0.5614 | 0.5604 | 0.5703 | 0.5678 0.6019 | 0.4895 | 0.4576 0.4982 0.4609

Hanoi 0.7403 0.7649 0.7407 0.7730 0.7769 0.5453 0.5172 0.5593 0.5135

Table 13. Optimum value of k determined for each benchmark programs by simulation.

I-sort Q-sort Lzw Fib Mat-mul Shuffle Hanoi

Optimum k -2 -2 -2 -2 -4 -2 -2

7. Floating Point Numbers

There are severa ways that non-integers can be represented. Examples include using fixed point
representation and using a pair of integers (a, b) to represent the fraction a/b. However, only
floating point representation has gained widespread use [Hennessy 96]. In this floating point
system, a computer word is divided into three parts: a sign, an exponent and a fraction. As an
example, in the IEEE standard 754 [IEEE 85], single-precision numbers are stored in 32 bits: 1
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bit for the sign s, 8 bits for the exponent e, and 23 bits for the fraction f as shown in Fig. 1. Inthis

paper, we assume that floating point numbers are represented in the |EEE standard 754 format.

Ls] e | f |
LJ\ J - /)
1bit  8bits 23 bits

Fig. 7.1. A single-precision floating point number in IEEE standard 754.

The exponent is a signed number represented using the bias method with a bias of 127. The
fraction f is the fraction part of the mantissa, i.e.,, mantissa = 1.f. Thus, the number being
represented is s x 1.f x 2°'?" [|EEE 85]. For example, a decimal number 1.5 can be represented
as1.1, x 2%in two's complement representation, becausgy £3 + 0.5 =1+ .L, =1.1, x a (s
=0,f=.1 ande = 127).Since floating point numbers and integers have different representations,
floating point computation is usually distinguished from integer computation and performed in a
special functional unit calledF oating Point Unit (FPU).

Having three parts in one word in floating point representation creates some difficulty in
applying ED]I to floating point numbers because multiplyingkmay not shift nor change many
bits in one word. For example, if the valueka$ —1 and we multiply the original data by thjs
only one bit of the word (the sign bit in the representation) is changed, and the rest of the word
remains unchanged. Ufis a power of 2, only some bits in the exponent poriane changed,
but the fraction part is not changed. For example, consider a decimal number 1.5 again. In 2's
complement representation, 4.8 1.1 x 21 (s=0,e=127,f=.1). If we multiply 1.5 by 2,
the result is g in decimal representation and Ax10'%8 (s=0,e=128,f=.1) in 2's complement
representation. As we can see, there is no change in fractiorf par2’s complement
representation. In other words, the data in the transformed program are not much changed no
matter whether we transform a program with the faktor not; thus, we cannot guarantee data
integrity if we have a stuck-at fault in the fraction part.

Our approach to solve this problem is to find a valuek ¢br the fraction and the

exponent separately and combine those values to get the best v&lue for

7.1. The value of k for fraction

Firstly, let us consider the fraction part. We chdose? for the fraction part because it

satisfies the following criteria: (1) guaranteed data integrity in the fraction, (2) no underflow in
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the transformed program, (3) low probability of overflow, and (4) ability to easily locate an error.
The detailed explanations are as follows.

1) Guaranteed dataintegrity

Let us denote a floating point number x as sxmx2", where sisasign, mis amantissa, and n is
an exponent. The mantissam is aways 1< m<2 because of normalization. Suppose stuck-at 1

fault occursin the ith bit (from the most significant bit) of the mantissam; then, it will add e = 2°

to mif it is provoked.

i) In the origina program

If we denote x. as a corrupted x by this stuck-at 1 fault,
7 X, =sx(m+e)x2"1<m+e<2.

i1) In the transformed program

X =kx=

Njw

x=sx3mx2"

Sincelsm<2, 3<3m<3.

Njw

However, a mantissa cannot be greater than 2; thus, if %m > 2, the mantissa is right-shifted by 1
(divided by 2) and normalized. This normalization will add one to the exponent. In other words,
_BxEmx2"if im<2

Bx(Em)x2™if2<3m<3

I

X

The same stuck-at 1 fault corrupts the ith bit of the mantissa and adds e = 2" as it did in the

original program. If we denote x’, as a corrupted x”by this stuck-at 1 fault,
EBx(Em+e)x2"if Em<2
=0

® X

Bx(Em+e)x2™ if2<3m<3

iii) Comparison
We have to check if the value of x% is erroneously equal to the value of kx.. If the values are
same, dataintegrity is not guaranteed. From (7),
x3(m+e)x2",if 2(m+e) <2
(9) k)(e:%xe:Sx%(rn_l_e)xzn:ét 2( ) 2( )
Bx3(m+e)x2™if2< 3 (m+e) <3
The mantissas in (8) are 3m+e,2m+e. The mantissasin (9) are 3m+3e,2m+2e. When we

compare the mantissasin (8) with those in (9), they are all different values. Thus, x’s never equals
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to kx., and the stuck-at 1 fault can be detected by comparing these two values. Therefore, data
integrity is guaranteed.
Similarly, we can prove that data integrity is aso guaranteed when stuck-at 0 fault

OCCurs.

(2) No underflow
Since k > 1, we do not have an underflow in the floating point number of the transformed
program.

(3) Low probability of overflow
When we multiply the data by k < 2, the exponent of the original data increases at most by one.

If a maximum value of data is less than 22 2% = 2% in |EEE standard 754 format, we can

guarantee no overflow in the transformed program.

(4) Ability to easily locate an error

If we subtract the mantissa of x% from the mantissa of kxe, the result is either %eor%e.

Since e is the stuck-at fault in theith bit, e isthei+1th bit (one bit right-shifted €) and 1 e isthe

i+2th bit (two bit right shifted) in the mantissa. Therefore, when we want to locate an error, we
perform kx. - Xe; then, if theresult is 27 the stuck-at fault occurred in either j-1th bit or j-2th bit.

7.2. The value of k for exponent

Secondly, let us consider the value of k for the 8-bit exponent of the floating point

number. We use two transformations to guarantee data integrity in the exponent. We choose

k = 21199 for the first transformation and k = 2% for the second transformation. In this
case, we have assumed that these k's will not cause an overflow. (However, if there is an
overflow, we can use the scaling techniques described in Sec. 4.)

When we multiply the original value by the exponent df is added to the exponent of
the original value. Thus, 10101Q18 added to the exponent of the original data in the first
transformation, and 01010101s added to the exponent of the original data in the second
transformation. Then, we will prove later that every bit of the exponent of the original value can
be complemented either by the first transformation or by the second transformation. If every bit
of the exponent field can be complemented in the transformed programs, a single stuck-at fault in
the exponent field can be detected.
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First, suppose a stuck-at fault is provoked and produced an error in the original program.
Since every bit in the exponent can be complemented in the transformed programs, the stuck-at
fault will not be provoked in at least one of the transformed programs. Thus, when we compare
the corrupted value in the origina program with the uncorrupted value in the transformed
program, we can detect the error. Second, suppose the stuck-at fault is not provoked in the
origina program. Then, it will be provoked in at least one of the transformed programs and the
data will be corrupted. We can detect the error by comparing the corrupted value with the
uncorrupted value. Therefore, a single stuck-at fault in the exponent field can be detected.

Now, let us prove that every bit of the exponent of the origina value can be
complemented either by the first transformation or by the second transformation.

N-1
Proof. Let an exponent n < 2" can be represented by n= Z b, 2" whereb =0or 1, and N is the
1=
number of bits in the exponent. For an integer 0 < h < N, define n, as
h-1

n,=n& (2" -1)= Z b 2", where & represents logical AND operation; then, n, is always 0 < nj,

< 2", First, let us assume h is an even number. Definep, pr, g and g, as:

g
p= ;ZZI

Py = P& (2" -1)
34
q:ZZZiﬂ.
9, =& (2" -1
Fig. 7.2 shows the numbers we have defined.

n = bN-l- .. b-, bh—l- . blbo
N = 00 0 bh-l---blbo
p = 10.|0/10...10
pp = 00.l 0[10..10
q = 01.,1/101...01
0 = 00.[0/01..01

Fig. 7.2. n, ny, p, Pn, g @andgp.
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Now, let us define z, as z, = 2h — g, < 2" then, z, represents the smallest number of n, that can
produce acarry from the bit by, ; to b, when it isadded by q.
i) When 0 < n,, < 2,

n + q does not produce a carry from by, ; to b, because n, is lessthan z,. Therefore, by is
complemented by adding q.

no carry
&
n = bus...  Bhbna... i
9 = 01..101.01
ntq= ... AT

complemented

i) Whenz, < n, < 2",
Sincepn> G, Mh+ P> My + G > 2z, + G, = 2" thus,n + p will always produce a carry
(2“) fromby.; to b,. Thereforeh, is complemented by addimgy

carry

n = but.. bybna...biby
) p = 10 ... o§10...1o
n+p= ... X

complemented

From i) and ii),b, for any even number O k< N is always complemented by eitlgeor
g. Similarly, we can prove théat, is always complemented by eitheeor g when 0O< h <N is an
odd number or zero. Therefore, every bihdd always complemented by eithgeor qg.
7.3. The value of k for floating point numbers
We have selectekl= 3 for detecting an error in the fraction of a floating point number

representation. We also have selecked2'99%% gnd k = 2799 for the exponent. As a
result, we usek, = —3x2'9%%% for the first transformation anét, = —3x2%%%% for the

second transformation.
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In a simulation experiment using k, = =3x2'%%%% and k, = -2 x2%%%  we

analyzed the data integrity and the fault detection probability in the bus, CLA adder, and
multiplier. We applied all possible binary input patterns to these functional units in the presence
of a randomly selected fault and checked whether the fault was detected or not. We repeated
simulations 10" times for each functional unit. Fig. 7.3 shows the simulation results. In Fig. 7.3,
(a) shows that data integrity is guaranteed in these functional units. In Fig. 7.3 (b), we can see
that data integrity is guaranteed in the bus, but not in the CLA adder. If the CLA adder has a
stuck-at fault in some of carry signal lines, we missless than 3% of the injected faults. Also, note
that the multiplier is not shown in (b) because exponent multiplication is not required in floating

point addition, subtraction, multiplication and division.
The simulation results show that using k, = =2 x2'%%%% and k, = -3 x 2091 can

guarantee data integrity for al floating point computations except the exponent addition. Only in
the exponent addition, data integrity is not guaranteed for 100%, but it is still higher than 97%.

1.000 1.000 1.000 1.000 1.000
1.000 1.000 0.971
0.817
0.800 0723 — 0.800
0.578
0.600 +— 0.573 —_| | 0600
0.400 +— — 0.400
0.200 — — 0.200
0.000 : : 0.000
Bus Adder Multiplier Bus Adder
‘I:I Fault detection prob O Data integrity ‘ ‘I:I Fault detection prob OData integrity ‘
(@ (b)

Fig. 7.3. Simulation results: Data integrity and fault detection probability in (a) fraction and (b)
exponent of IEEE 754 single precision.

7.4.Using integer units for floating point computation

Our another approach to guarantee data integrity in floating point computation is to use
an integer functional unit for floating point calculation in the transformed program. The origina
program uses the FPU whereas the transformed program uses the integer unit for the same
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calculation. When we use integer units for floating point numbers, we can use available floating
point number computation library or write our own code. It is true that using the integer unit for
floating point calculation will cause performance overhead. However, this technique will
guarantee data integrity because we use different hardware for the same computation. In this
case, we use different resources for computation by converting a floating point number into three
integers and performing separate integer computations.

For example, the pseudo code in Fig. 7.4 outlines major steps needed to perform
multiplication. For simplicity, we omit the details such as adjusting the exponent bias, shifting
the fraction and rounding numbers.

z = nmul (x, y)
mul (float x, float y)

{
fx = x AND MASK FRACTI ON;
]1:y = y A’I:\ID WSK_FMG | ON; ¢ parallel execution
z = fx fy;
xe = X AND MASK_EXPONENT;
ye =y AND MASK_EXPONENT;
ez = ex + ey;
sz = (x XOR y) AND MASK_SI G\;
z = sz ORez OR fz;
return z
}

Fig. 7.4. A pseudo code using integer units for floating point multiplication.

In the code, MASK_FRACTION, MASK_EXPONENT, MASK_SIGN are constant mask hits.
Performing logical AND with the mask bits, we extract a fraction and an exponent from the
floating point number x and store them in f, and e, respectively. Similarly, f, and g, contain a
fraction and an exponent extracted from y. Then, f,f, produces f, using an integer multiplier, and
e + € produces e, using an integer adder. By combining s,, €, and f, using logical OR, we can
create anew result z.

Furthermore, execution overhead can be reduced by executing multiple instructions in
paralel. As shown in the figure, exponent addition and fraction multiplication can be executed
simultaneoudly in super-scalar and VLIW processors. For example, an integer multiplication
takes 5 cycles and an integer addition takes 1 cycle in MIPS R10000, and they can be executed in
paralel. While computing multiplication f.f, , we can concurrently calculate exponent using the
adder instead of idling the adder. Timing diagram of this parallel execution is shown in Fig. 7.5.
The timing diagram shows only major steps described in Fig. 7.4, but readers can clearly see that

paralel execution reduces execution time overhead. For example, in MIPS R10000, floating
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point multiplication using FPU takes 2 cycles. In this case, execution overhead will be 7/2 = 3.5
(assuming no rounding of numbers). In contrast, serial execution of the pseudo code will take 10
cycles (3 cycles for sign, exponent and fraction extraction, 1 cycle for addition, 5 cycles for
multiplication, 1 cycle for XOR, and 1 cycle for OR), resulting in overhead of 10/2=5. We can
achieve 30% speed-up by paralld execution.

Floating point addition, subtraction and divison agorithms are described in detail in
[Hennessy 96] and can be also implemented in software using integer unit. Thereis a possibility
that we will have precision errors between the computation results from integer unit and those
from FPU. In this case, we need to check whether the difference between the two results is
within athreshold or not, rather than check exact match between them.

In summary, using different hardware — integer unit and floating point unit — for the same
computation will guarantee data integrity for the system. However, floating point computations

using integer unit will cause performance overhead.

Time T=0
xo s e | fy | v ls] e | f, |
T=1 A \ 4
| fe | f, |
T=2 v v S &
e ][ e ] ™)
T=3 vV V
[s][s
T=6 v
xor [ & ]
T=7 v
z’=xYy’: f, |

Fig. 7.5.Timing diagram for parallel execution of the code in Fig. 7.5
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8. Summary

In this paper, we have presented the ED*l technique based on data diversity to detect hardware
faults in the system without any hardware modification. Unlike previous techniques, our
technique is a pure software method that can be easily implemented in any system. ED
transforms a program to a new program with the same functionality but with diverse data without
changing the complexity of the original program.

The factor k determines how diverse the transformed program is. To determine the
optimum value of k, we have used data integrity and fault detection probability as metrics to
quantify the diversity of the transformed program. Based on these metrics, we demonstrated how
to choose the optimum value of k for creating data diversity. For example, we have observed that
—2 is the optimum value fdrin six out of seven benchmark programs we have simulated.

The execution profiles of those six programs show that adders are the most frequently
used functional units in the programs; thus, the transformationkwith2 might be the most
desirable choice for the programs that use adders extensively. However, program profiling and
fault injection simulations in functional units are necessary to get the exact optimum vatue for
because data integrity and fault detection probability depends on the implementation of functional
units.

If a hardware design is fixed (such as in COTS) and cannot be modified, we can'use ED
to improve the data integrity of the system. Transforming the original program of the system,
running the original and transformed program, and subsequently comparing outputs can improve

the data integrity and availability of the system.
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Appendix I: Program Transformation Algorithm

An expression expr(xi, Xo,...,%) represents arithmetic or logical operations on variables X,
X2,...,%. AN assignmenstatement y = expr(x, %,...,%) defines y by assigning y the result of
expr(x, %....%). A branchstatement if expr(x, X%,...,%) determines the control flow according
to theresult of expr(x, X,...,%). A basic blockis a sequence of consecutive statements in which
flow of control enters at the beginning and leaves at the end without branching except at the end.

By defining V = {vy, w,...,\} asthe set of vertices denoting basic blocks, and E = {(i,)) |
(i, j) isabranch from v, to vj} asthe set of edges denoting possible flow of control between the
basic blocks, a program can be represented by a program graph, B={V, B.

The program transformation consists of two parts: expression transformations in basic
blocks and branching condition transformations in branch statements. The expression
transformation converts al the variables and congtants in P' to k-multiples of corresponding
variables and constants in P. Since the values of the variables and constants are different in P and
P, the branching condition transformation modifies the expression in the branch statement and

keeps the control flow in P' as same asthe onein P.

Expression Transformation

Let X7, X5%,..., X, bethe variablesin the transformed program P’ and correspond to the variables
X1, %,..., % 1N P; then, k& = x4, i = 1,2,...,nshould be always true during run time. Furthermore,
any expression expri{xi, x%,..., X;) in P’ corresponding to expr(x, %,..., %) in P aso should
satisfy  k@xpr(¢, *,..., %) = expr(xi, X%..., Xy, which is achieved by the expression
transformation to be described in this section.

An expression expr(x, %,..., %) can be recursively represented by a parse treeatreein
which the leaves are the variables Xy, %,,..., X% or constants. An interior node in the parse tree has
three children: the child on the left and right is either a node or a leaf, and the child in the middle

denotes an arithmetic operation. An exampleisshownin Fig. I.1.
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z=xXx+i*y z=x+i *y
// \ expressiontransformation// \
| E—
X + i *y X + i *y /K
[ * y i *y / k
i * y
(@ (b)

Fig. .1 Anexample ofaparsetreeofz = x + i * vy (a)before transformation (b) after
transformation.

A parsetree T is built from an expression expr(Xy, Xo,..., X,) in P. Suppose T’ represents a parse
tree for a corresponding new expression expr’(x'y, X»,...X) in P’; then, the values represented by
theinternal nodesin T' should be k-multiple of the values in the corresponding nodesin T.

An agorithm recursively transforming expr (Xy, Xa,...,Xn) t0 expr (X, X5,..., X;) follows:

1 transform (t) {

2 if (leaf)

3 if (constant) return x’ = k * x;

4 else return x’

5 el se {

6 left_child(t’) := transform (left_child(t));
7 right _child(t’) :=transform (right _child(t));
8 mddle_child(t’) := mddle_child(t);

9 if (mddle_child(t) =* (or /)) {

10 right_child(t’ ') := k;

11 left _child(t’’) =1t";

12 mddle_child(t’') =1/ (or *);

13 return t’'’;

14 } else {

15 return t’;

16 }

17

18 }

Theorem [.1.. The internal nodes in T” = transforn(T) are always k-multiple of the
corresponding nodesin T.

Proof. By induction.
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Base case of the induction: All the leavesin T’ are k-multiple of the leaves of T by line 2,3 and 4
of the algorithm.

Induction step: Let us represent n as the result of the operation with left and right child of one
internal node of T, and n’ as the result of the corresponding node of T’. Assume that left and right
child of theinternal node in T’ are k-multiple of the left and right child of the corresponding node
in T. If the operation is an addition, n’is still k-multiple of n, i.e., kid = n’. If the operation is
multiplication, n’isn’= kileft_leftchild CkTight_child = k&@. Line 9 to 12 eliminates this extra
k and keeps n’ = k. Similarly, it is dso true that n” = k@ in divison. Therefore,
t ransf or m(t) always returns t’ such that the value of the top node of t’is always k-multiple of
the top node of t.

Branching Condition Transformation

The branch statement compares two values (or expressions) and determines the control flow
based on the comparison result. The expression in the branch statement has binary values: true
or false. For example, if the expression in the branch statement is true, the branch is taken. If it
is false, the branch is not taken. The branch statement can be represented by a decision triangle
as shown in Fig. 1.2. If expr(xs, X....Xn) IS true, the branch is taken, and otherwise, the next
statement is executed. This control flow should be preserved in expr (X, X5,..., Xp) in P, i.e,
when k& = x4, expri(xi, X5,..., X;) aways takes the same value (true or false) as expr(x,
X2,...,%) iN P s0 that the control flow in P' always identical to the one in the original program.

An agorithm for branching condition transformation is:

1. expr(, X.....%) in a branch statement is transformed to expr(x%, X5,..., X,) by
expression transformation

2. If expr(, X,...,%) contains =, >, <, or <

3. if k<O, then>, >, <, or <isconverted to <, <, =, or > respectively.

Theorem [.2. The branching condition transformation makes the two control flows determined
by expr(x, X,...,%) and expr{(x?, X5,..., X,) dwaysidentical.
Proof. Inequality relationship such as x; < X is preserved when both sides are multiplied by

positive k. If multiplied by negative k, the inequality is reversed asin x; > X, by line 2 and 3.
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Therefore, if k& = X5, expr(Xy, Xa,...,Xn) a@nd expr (X', X%,..., Xn) have the same true or false value,

and the control flows determined by expr(X, %,...,%) and expr{(x1, X5,..., X;) are the same.

P P’

X1, X2, 0. Xn X1, X2,...,X"

expr (X, Xe,....X,) = False expr(Xi, X%,...x"5) = False

expr(XL X21...,Xn) =True expr(xfl, X,2,---,X,n) — True

Fig.l.2. Branch determined by the expression in a branch statement.

X={ 1131719} X = { '2,'6,‘14,‘18}

expr(x={7,9}) = False expr(x'={-14,-18}) = False

expr(x={13}) =True expr(x'={-2,-6}) =True

Fig.l.3. Branching in the original and transformed expressions when k=-2

Figure 1.3 illustrates an example control flow when k& = x4, and k = -2. The branch statement
expression expr(x)={x < 5} in (a) istransformed to expr(x)={x’> -10} in (b). Whenx={7, 9},
the branches are taken. When x' = {-14, -18} that is k-multiple of x = {7, 9}, k = -2, the branches
are also taken in the transformed branch statement. Similarly, the branches are not taken both in
x ={1, 3} and X = {-2, -6}, and the two control flows by the origina and transformed

expressions are identical.
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Program Transformation

If kS(n)= S{n) after n vertices are executed, Theorem 1.1 tells us that kS(n+1) = S(n+1) after
one more vertex is executed. Also consider a branch statement s in P and the corresponding
branch statement s in P’. If kiS(n) = S'(n), the control flows determined by sand s’ are identica

by Theorem|.2.

(L)  If k&) = S(n), thenkZG(n+1) = S(n+1)
(1.2)  For Ov; O V that have a branch statement s at the end and are executed after m-1 vertices
are executed:
if kG(m) = S(m) and, 5 and s} are executed, then branching

determined by s’is dwaysidentical to branching by s.

L et us denote the first basic block in P and P by vpand v, and assume that S(0) = S{0) when the
program starts. This congtitutes the base case of the induction, and the inductive step (1.1) and
(1.2) inductively proves that the control flowsin P and P’ are always identical. This proof leads
us to Theorem 1.3, which shows us that during run time, the variables in the transformed program

are always kept as k-multiple of the corresponding variables of the original program.

Theorem 1.3. For n>0, it is adways true that k/3(n) = S(n).

Appendix I

This section discusses how to get a closed form solution for an optimal value of k that maximizes
fault detection probability under the condition that data integrity is maximized. We discuss two
functional units as examples: a bus and an adder. Sec. Il.1 considers a bus signal line that
consists of multiple parallel signal lines. Sec. I1.2 considers aripple carry adder as an example of

iterative logic array.

1.1 Bus Signal Line
An M bit bus consists of M pardlel signal paths. Asin Fig. 5.1, the source places an M bit signal
x on the M hit bus and transfers information to the destination. If theith bit of the bus has a stuck

fault, the destination may receive a corrupted value of x.
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We can detect this fault by placing x of the original program and x’ (= kx) of the
transformed program on the bus one after the other and comparing the received values
[Shedletsky 78]. If the fault corrupts either x and x”in different way at the destination after x and
x” arereceived , x’= k&Xwill not be satisfied. If x or x” does not provoke the fault, the destination

receives the correct values and x’ = k&Xis satisfied, i.e., the fault does not corrupt the information.

Hk=-1

In 2's complement representation, negating a number is equivalent to reversing all the bits until
the first 1 as shown in Fig. 1.1 (a). Suppose thas the first 1 inrx. Whenx andx’ (= kx = -x)

are applied on the bus, dl the bits from b;,; to by.; in X" are complements of the values of b;,; to

bum.1 in x. Because each bit from b;,; to by.; can have the value of 0 and 1 by x and x’, any stuck

fault in those signal lines are provoked, and the fault can be detected by comparing two values.

Theorem 11.1. Assuming that input X is randomly chosen with equal probability, if a stuck-at
fault exists on the bit b; of the bus, the dataintegrity of x and x’for the busis 1 when k =-1 and

Pr{k&# x} = 1—

2i+1 '

Proof. Figurell.l (b) helps usto calculate Pr{ kx #x} when a stuck fault is present on the ith bit
of the bus. Assume we have an Mbit bus. Since the MSB bit is asign bit, 2 positive numbers
can be represented. If x is positive, X’is aways negative. If x is negative, x’is aways positive.
Thus, we need to consider only positive x to calculate Pr{kx # x%}. These numbers are grouped
according to the position of thefirst 1 from by as shown in Fig. 11.1 (b). In Fig. 1.1, X represents
the bit whose value is complemented when the number is negated. First, suppose b; is stuck-at 0
(We also denote stuck-at 0 as §/0). The numbers from the first row to thei+1th row can provoke
the fault because either x or x’is aways 1 as shown in Fig. 1.1 (b). Therefore, by adding the
numbers shown in the entries from the first row to the i+1th row of thelast columnin Fig.ll.1, we
can calculate Pr{ kx #x} as:

, 1 _ _ e 1
Prik i X |0t } = (M2 4242 4oMi2)=1- i
Second, suppose the ith bit is /1; then, the numbers except for the i+1th row can provoke the
fault.
1 - e 1
Pr{k X # x'|J1atb,} :W(zM A EL i



Therefore,

Pr{kD<¢x’}=%{Pr{kD<¢x'|s/0atbi}+Pr{kD(¢x'|s/1atbi}}=1—2i—1+l.
first 1 row buwa1 ... |b| ... bo # of numbers
; 1 OXXXXl.Xxx1 M2
2 OXXXxXx|l.xx10 M3
(3(00101010 ?(1) 3 Oxxxx|.jx100 M4
i 0xxxx[x[L0...0 gM-it
111010101100 i+1  Oxxx.l|1l0....0 oM-i2
M-1 01000|.] 00 2°
(@) (b)

Fig.ll.1 Negating numbers complements the bits until the first 1 from LSB bg

k=2

Multiplying by 2 is equivalent to shifting one bit to the left (assuming the most significant bit

MSB ison the left). Suppose we have an M bit bus and the bit i has stuck-at-0 fault. If avariable

X is one of the variables in the original program and x’is a corresponding variable in the diverse
program, X’is one bit left shifted x. When x is applied to this bus, the ith bit of x is corrupted if it

is 1, and the corrupted value isx —2'. If x”is applied to the bus and the ith bit is corrupted, it

could be seen as the same case as thei- 1th bit of x is corrupted and left shifted; so, the corrupted
valueisx’=2(x— 2% = % — 2 =kx— 2 # kx. Hence, if at least one ®fandx’is corruptedk&/

= x’is not satisfied, so the comparison of two values will detect the fault. If neither of them is
corrupted — both thea-Q)th andith bit of x are zero — the fault (stuck-at-0) does not affect the

output, ankX'= x’is satisfied.

Theorem I1.2. Assume that inpuk is randomly chosen with uniform probability and no
overflow in the bus. Ifk = 2 and a stuck-at fault exists in a bus, we can detect the fault with the
probability of 0.75 and the data integrity for the bus is 1.

Proof. Suppose thah bit of anM bit bus is stuck-at-0. Consider thé& andith bit of x that is
applied to this bus. The s/0 fault is provoked if ttiebit of x is 1. Thei-1th bit of x is
equivalent to théth bit of x”if x is shifted by one bit left; thus, if thelth bit ofx is 1, the s/0



fault is provoked. Four combinations are possible for the two bits: 00, 01, 10, and 11 as shown in
Figure 11.2. Three of them have at least one 1 and they can provoke the fault so that k&= x’is
not satisfied. Similarly, §/1 fault is also provoked by the three of four possible combinations;
therefore, if a stuck fault is present on the bus, Pr{k& # x’} = 0.75, and with this probability, we
can detect the fault by mismatch.

If the fault is not provoked, it does not change x or x’; thus, k& = X’ is satisfied.
Therefore, the dataintegrity of x and x’for the busis:

1 - Pr{k&= x’, and both ok andx’are corrupted in the same way}=1-0=1

ii-1
............ I I I I Bus Signa| lines
............ X 00 X rmvevmrmres
____________ X O 1 X eeererereres Possible 4 combinations of x
............ « 1 O x eoeeeeeee  With equal probability
............ X 1 1 X [y pp——

Fig.ll.2 A bus signal lines applied by X

dk=-2

Multiplying -2 is equivalent to negating a number and shift one bit to the left. Suppiesthe
first 1 inx. All the bits fromb;., to by.; in x are complemented and left shifted by one bit when
is multiplied by -2.. Each bit fror;.; to by.; has the same probability of 0.5 for 0 and 1, and the
probability remains the same although the bit is complementeld, jI&k i < M-1, is s/0 in the
bus, 01, 10, and 11 ipb;; will provoke the fault, and the probability of detecting the fault is
0.75. Similarly, the s/1 ib; is provoked with the probability of 0.75.

Theorem 11.3. Assuming that inpuk is randomly chosen with equal probability, if a stuck-at
fault exists inb;, the data integrity for the bus is 1 when -2 and

Pr{kD<¢x'}::31—i

2M
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Proof. Suppose b; is /0 as shown in Fig. 11.1. The numbers from the first row to the i-1th row
can provoke the fault with the probability of 0.75 since the values of the bits denoted by x are
complemented and shifted when multiplied by —2. The number of those numbers is

(2'\"'2 +2M73 4+ oM ) The numbers represented by itieandi+1th rows can provoke the
fault with probability 1 sincé;.; andb; are always 1, respectively. The number of those numbers

is 2M71 4+ 2M7172 - Therefore, we can calculate Refzx’| s/0 aby; } as:

Pr{k (k# X' |/0at b} = Ml_lE'i(z“”‘z+2M‘3+...+2M“)+2M“'1+2M"'2E
2" A O

1 [B M-i[5i-1 _ Ml_lB— 1% 1 EB M—1|:|

F2 2 1)+2 + 0

2M—l|:|4 ( ) |:| 2|I| 2M—l|:|4 |:|

Nlw

Now, supposd; is s/1. The numbers from the first row to thEth row can provoke the fault

with the probability of 0.75. The number of those numbe&Vig® + 2" 2 + .+ 2" | A half of

the numbers in theh row can provoke the fault because is always 1 andh; can be either O or

1 with equal probability. The number of these number§"ig.2 Thei+1th row to the last row
can always provoke the fault becade or b; is always 0. The number of these numbers is

2772+ +2°. Thus, we can calculate R #x’| s/1 ab;} as:

Pr{kD(¢x|s/1atb}- 1 EB(2““+2M3+ +2M')+2M "193 (2M'2+ +20)§

R
__1 EB2M|(2|—1 )+2M—i—1§_1D_ 1 EE M-1 1%
M 2 0O 2" O
3 1
IVPTES

Therefore, ifM is large enough, the probability approximates to:

Pr{k Ok # X} =%{Pr{kD<¢ X' |sl0atb,} + Pr{k x# X' |g1atb,}}

13,3 1,83 1.3
2°4 4 MY 4 M 4

[1.2. Cell Array- Ripple Carry Adder

Let us denote signal names by bold letters and corresponding transition probabilities by italic

letters. Table 14 summarizes several lemmas presented in [Parker 75a], which relates Boolean

operations to corresponding operations on probabilities. Their proofs can be found in [Parker

75b].
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Table 14. Summary of probabilistic model lemmas

Function Probability Assumption

a a -

a' l-a -

ab ab a, b independent

X1X2 ... Xp X1Xo ... % All x; independent
alb atb-ab a, b independent
x1Ox20... Ox, 1_|_1|(1_X‘) All x; independent
alb a+b a,b not simultaneousdly 1
Ux 2 X x5 =0 0i#]

i=1 =

In this section, we will show how to get a closed form solution of the fault detection
probability when we use k = 2 for aripple carry adder.

Let us consider Fig.l1.3 that shows one cell C; (a full adder) of aripple carry adder. In
Fig.11.3, &, b;, ¢ and c¢i..; denote the probability that a;, b;, ¢ and ¢, become 1. We can derive iy
from &, by and ¢; using lemmasin Table 14:

Gy =1-(1-ab)d-ca)d-cb)

=ab +ca +c¢b —a’bc -ab’c -ab’c +a°h’c?
By using Lemma5 in [Parker 75b], we can suppress the exponentsin the expression. Therefore,

G =ab +ca +¢b —3abc +abg;

=ab +c(a +b)-2abc

Assuming g = by = 0.5, we can solve the equation and obtain a closed form for ¢; :
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Xor
xor
—S
& &
b;
& +
 GCi+1
&
G
Fig.ll.3 One cell C; of afull adder
ai- ai
bli-ll & Ni-11 bi & Ni1
— & | niz Ni-1.4 & Ni2
& &
Ci-1 Ni-13 L Ni3
Ci

Fig.ll.4. A carry chain in the cell Ci; and C;

Figurell.4 shows acarry chaininthecell C.; and C;. First, suppose k = 2, and let us consider 50
at node n;;. To detect the fault, the path from n; ; to n; 4 should be sensitized, and 1 should be
applied to n;; to provoke the fault §/0; then, ci.; will have an incorrect value, which changes s+
in the next cell Ci,1. Thiswill corrupt the computation result and result in k& Zx’”. On the other
hand, when X' (= 2x) is applied to the adder and provokes the fault s/0 at n; ;, we can analogoudy
think that x is applied and provokes the fault §/0 at n;.1 1, the node in the previous cell. Therefore,
Pr{k x# x'|g/0atn; , } = Pr{detects/Oatn,_,, } + Pr{detectg/0atn, ,}

— Pr{detects/Oatn,_, , & detects/Oatn;,}

(11.2)

However, setting n;.;; to 1, provoking the fault at n; ; and sensitizing n; ; to n; 4 a the sametimeis

impossible.

Ni4

— Ci+1



Pr{detects/Oatn,_, , & detects/Oatn;,}
(1.2) =Pr{detectg/0atn;_,, & sensitizepathn,_,, ton; , & provoke n,;, =1}
=Pr{n,,=1& (8, =0&b; =0) & (&, =1& b; =)} =0.
Also assuming a; = b = 0.5,
Pr{detect s/Oatn,_, ,} = Pr{sensitizen,_,, ton,_, .} (Pr{n,_,, =1
(1.3 =(1-a464)d-bc,)EA b,

:%(1—ci-1)

(11.4)  Pr{detects/Oatn,,} :%(l—ci).
Applying the results of (11.2), (11.3) and (11.4) to (I1.1), we can obtain
(115  Pr{kx# x'|s/0atni’1}:%(Z—Ci_l—ci).

Now, let us consider s/1 at n; ;. We can use the same method asin equ. (11.1).
6 Pr{k X # X' |g/latn,,} = P{detect 1atn,_, ,} + Pr{detect g1at n,,}
(116 - Pr{detect /1atn,_,, & detect y1atn,,}

Unlike the case of §/0, Pr{detect §/1 at n;.;; & detect §/1 at n; ;} iSnot zero.
Pr{detect s/latn, ,, & detect S/latn; }
=Pr{(n,,, =0&sensitizen, ,, ton,_,,) & (n;, =0& sensitizen, ton,,)}
=Pr{ (n._, =0& sensitizen,,, ton_,,) & (&, =0orb, =0)}
(11.7) =Pr{n_,=0&n,, =0}
=Pr{n,,, =0&(a =0orb; =0)}

3
=(1-c)-
(1=c)y,
Pr{detectg1atn,_,,} = Pr{sensitizen,_,, ton,_, ,} (Pr{n,_,, =0}
(11.8) =(1-a4¢.,)A-b_c)[@A-a_b)
3 1
=2 " 5Cia
4 2
3 1
(11.9) Pr{detects/latn,,} =——-=c
’ 4 2
Finally, applying the results of (11.7), (11.8) and (11.9) to (11.6), we can obtain,
3 1 1
11.10) Pr{kx # x'|d/latn } =—-=c._, +—cC,.
( ) { | |,1} 4 2 i-1 4 i

Similarly, we can calculate the probabilities for other nodes.
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1 3

(11.11) Pr{k[x# x'|s/0atni’2}:Pr{kD(¢ x'|S/Oatni,3}:ZCi +ECH
5 1 1
11.12) Pr{kx# x'|g0atn ,}=—+=c +=C
( ) { | |,4} 16 2 i 8 i-1
Pr{kD(¢X'|S/1atni,2}:Pr{kD(¢X'|S/1atnil3}:Pr{kD(¢X'|S/1atni,3}
(1.13) 3 1 1
=256 G4
4 2 4

The output of XOR gate keeps the probability of 0.5 for becoming 1 as long as one of the inputs
has the probability of 0.5 for 1. In Fig.l1.5, one input has probability 0.5 for 1 and the other hasp
for 1, and as shown in the figure, the probability that output is 1 is still 0.5.

a xor| ¢ Pr{c=1} = Pr{a=1&b=0}+Pr{ a=0& b=1}

=05p+05(1-p)=05

Fig.ll.5. The output transition probability of XOR gate

We know that signal lines (input and output lines) have Pr{k&'# x} = 0.75 from the previous
section, and this probability does not change when it propagates through XOR gates,
thus, Pr{k&# x} = 0.75 for all theinput and output nodes (a;, b;, and s) of the XOR gate.

Table 15 illustrates Pr{k&'# x} in each node in selected cells of a 32-bit adder when the node has

stuck fault. Thelast row averages the probabilities of eight nodesin one particular cell.

Table 15. Pr{kX # x} in each node in selected cells of the adder when k= 2.

Co Ci Cs C; Cis Ca
s/0 s/l s/0 s/l s/0 s/l s/0 s/l s/0 s/l s/0 s/l
input & s; 0.750 | 0.750 | 0.750 | 0.750 | 0.750 | 0.750 | 0.750 | 0.750 | 0.750 | 0.750 | 0.750 | 0.750
Ni1 0.250 | 1.000 | 0.438 | 0.813 | 0.297 | 0.672 | 0.253 | 0.628 | 0.250 | 0.625 | 0.250 | 0.625
Ni2, Ni3 0.000 | 1.000 | 0.063 | 0.813 | 0.180 | 0.672 | 0.216 | 0.628 | 0.219 | 0.625 | 0.219 | 0.625
Nig 0.250 | 1.000 | 0.438 | 0.813 | 0.578 | 0.672 | 0.622 | 0.628 | 0.625 | 0.625 | 0.625 | 0.625
total 0.438 | 0.875 | 0.500 | 0.782 | 0.529 | 0.711 | 0.538 | 0.689 | 0.539 | 0.688 | 0.539 | 0.688
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